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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

SECTION SF 30 - BLOCK 14 CONTINUATION PAGE

The following have been added by full text:
SUMMARY OF CHANGES
This contract modification is issued to revise pleeformance work statement (PWS), theater busitleasance
special requirements (see PWS paragraph 14.5d FAR/DFARS/agency clauses.

The following is a summary of changes by contractien:

a. Section C Changes:Delete the contract performance work statemertsiaritirety and replace with the
revised performance work statement shown below.

b. Section | Changes:

i. Delete the following clauses:
1. FAR 52.228-3 — Worker's Compensation Insurance ébsé Base Act) (APR 1984)

2. DFARS 252.225-7039 — Contractors Performing Priseurity Functions (JUN 2012)

3. DFARS 252.225-7040 — Contractor Personnel AuthdribeAccompany U.S. Armed Forces
Deployed Outside the United States (JUN 2011)

4. DFARS 252.225-7993 Prohibition on Contracting vifie Enemy in the United States Central
Command Theater of Operations (Deviation 2012-ODQD5SN 2012)

5. DFARS 252.225-7994 — Additional Access to Contraatad Subcontractor Records in the United
States Central Command Theater of Operations (flemia012-0O0005) (JAN 2012)

6. DFARS 252.225-7995 - Contractor Personnel Perfagrimirthe U.S. Central Command
(CENTCOM) Area of Responsibility (Deviation 2011-@iD4) (APR 2011)

7. DFARS 252.225-7997 — Additional Requirements andpRasibilities Relating to Alleged
Crimes by or Against Contractor Personnel in Irad Afghanistan (Deviation 2010-00014)
(AUG 2010)

ii. Add the following clauses:
1. FAR 52.228-3 — Worker’'s Compensation Insurance ¢bsé¢ Base Act) (JUL 2014)

2. FAR 52.225-26 — Contractors Performing Private 8gct&unctions Outside the United States
(JUL 2013)

3. DFARS 252.204-7012 — Safeguarding of Unclassifiedtflled Technical Information (NOV
2013)

4. DFARS 252.225-7993 Prohibition on Contracting vifie Enemy in the United States Central
Command Theater of Operations (Deviation 2014-OD(RBP 2014)
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5. DFARS 252.225-7994 — Additional Access to Contraatod Subcontractor Records in the United
States Central Command Theater of Operations (Dlermi2014-00020) (SEP 2014)

6. DFARS 252.225-7995 - Contractor Personnel Perfagrimirthe U.S. Central Command
(CENTCOM) Area of Responsibility (Deviation 2015-@3®) ( JAN 2015)

7. DFARS 252.225-7997 - Contractor Demobilization (OBEVION 2013-00017) (AUG 2013)

8. DFARS 252.229-7999 - Taxes—Foreign Contracts irhAfgstan DEVIATION 2013-00016).
(JUL 2013)

9. DFARS 252.232-7014 — Notification of Payment in ab€urrency (Afghanistan) (SEP 2014)

SECTION C - DESCRIPTIONS AND SPECIFICATIONS

The following have been added by full text:
PERFORMANCE WORK STATEMENT-REV

Work under this contract shall be performed in adance with the following description/ specificat#s statement
of work (SOW) which herein shall be referred tdP&sformance Work Statement (PWS):

1.0 PURPOSE

1.1 BACKGROUND

The Space and Naval Warfare Systems Center AtIE®BRAWARSYSCEN Atlantic or SSC Atlantic) is assigne
responsibility for engineering, operations and técdl management for a broad range of complex releict

systems including aviation command and control (§&fems and ATC systems. SPAWARSYSCEN Atlantic has
been requested by théS Air Forces Centralto provide ATC operations, aviation C2 and maiatese services
within theUS Central Command’s (CENTCOM) Area of Responsibility (AOR) in Southwest Asia.

1.2 SCOPE

This PWS defines requirements for providing aiffitananagement and electronic equipment maintemagevices
to support air traffic control (ATC) operationsifagld management (AFM), aviation weather obseryiiogecasting
and reporting, air to ground communications operatiand maintenance, surveillance and precisicar gtems
operations and maintenance, voice communicatiostesys operations and maintenance, aviation C2\datiom
weather systems operations and maintenance apleWtSAFCENT locations iINCENTCOM'’s AOR in
Southwest Asia.

NOTE: Work performed ithe United States Germany, Afghanistan, Kyrgyzstan, Kuwait, UAE t&and other
countries as applicable is required. Work is eouired in Iraq or Pakistan.

Task orders will be competitively awarded basedletailed tasks within the scope of the Performafioek
Statement included in the contract. The periogdesformance for each effort will be defined on adividual task
order basis.

The total contract effort will be separated intojMeBupport Categories as follows:

Geographic Region — Geographic Region —
Afghanistan Sites All Other Sites




PWS Tasks —
Air Traffic Control Ops Support
(PWS Para 3.3) and Air Field
Management Support (PWS
Para 3.4)

Major Support Category 1 -

Air Traffic Control Ops Support
(PWS Para 3.3) and Air Field
Management Support (PWS Para 3
at Afghanistan Sites
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Major Support Category 2 —
Air Traffic Control Ops Support
(PWS Para 3.3) and Air Field
4Management Support (PWS Para 3
at Other Sites

4)

PWS Tasks —
Other Support (PWS Para 3.6
through PWS Para 3.8)

Major Support Category 3 -
Other Support (PWS Para 3.6 throu
PWS Para 3.8)
at Afghanistan Sites

Major Support Category 4 -
gHOther Support (PWS Para 3.6 throu
PWS Para 3.8)

at Other Sites

2.0 APPLICABLE DOCUMENTS (AND DEFINITIONS)

All work shall be accomplished using the best comuiaépractices and current acceptable industry
standards. The applicable references and stantemaleed will vary within individual tasks and witle
specifically called-out in each task order. In@dance with Defense Acquisition Policy changes,
maximum utilization of non-government standardd & made wherever practical. Where backward
compatibility with existing systems is requiredlested interoperability standards will be invokeebr
purposes of bidding, the following documents areaxelusive; however, all contractors shall be able
meet those cited when applicable to the task order.

21 REQUIRED DOCUMENTS

The following instructional documents are mandaforyuse. Unless otherwise specified, the docutmedftective
date of issue is the date on the invitation fordridequest for proposal. Additional applicabledments may be

included in specific task orders.

Document Number

Title

a. | DoD 5205.02-M

DoD Manual — Operations Secu@PSEC) Program

Manual dtd 3 Nov 08

b. | DoD 5220.22-M

DoD Manual — National Industry Gty Program Operating

Manual (NISPOM)

c. | boDD 5220.22

DoD Directive — National Industr&scurity Program

d. | DoD 5200.2-R

DoD Regulation — Personnel Seciitygram

e. | DoDD 5205.02E

DoD Directive — Operations Segu@PSEC) Program dtd

20 Jun 12

f. | DoDD 8500.1

DoD Directive — Information Assur&nc

g. | DoDI 3020.41

DoD Instruction — Operational CastrSupport (OCS), of 2(

Dec 10

h. | DoDI 8500.2

DoD Instruction — Information Assuoca (1A)

Implementation

i. | DoDI 8510.01

DoD Instruction — Information Assurar@ertification and

Accreditation Process

k. | SECNAVINST 5239.3B

DoN Information Assurance Policy, 17 Jun 09

I. | SECNAVINST 5510.30

DoN Regulation — Personnel Security Program

m. | SPAWARINST 4440.12

Management of Operating Materdadd Supplies (OM&S),
Government Furnished Property (GFP), Contractoruxeqgl
Property (CAP), Property, Plant and Equipment (PP &Bd
Inventory

n. | SECNAVINST 4440.34

Secretary of the Navy Instrustiolmplementation of Item
Unique ldentification within the DoN, dtd 22 Dec 09

0. | SPAWARINST 3432.1

SPAWAR Instruction — Operasi@ecurity (OPSEC) Policy
dtd 2 Feb 05
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p. | SPAWARINST 5721.1B 17 Nov 09
g. | DoDI 6205.4 Department of Defense Instruction, ImmunizatioOtifier
Than U.S. Forces (OTUSF) for Biological Warfare &refe
r. | SPAWARSYSCENLANTIN | Deployment of Personnel and Contractor Employees to
ST 2804.1 Specific Mission Destinations, of 28 Dec 09
s. | SPAWARSYSCENLANTIN | Deployment of Personnel and Contractor Employees to
ST 12910.1A Specific Mission Destinations, of 28 Dec 09
t. | FAA7110.65 Air Traffic Control
u. | AFI 13-204V1-3 Airfield Operations
v. | NAVSUP P-723 Navy Inventory Integrity Procedures
National Institute of Standards and Technology &bpec
w. | NIST SP 800-Series Publications 800 Series — Computer Security Pdljcie
Procedures, and Guidelines
2.2 GUIDANCE DOCUMENTS

The following documents are to be used as guidduckess otherwise specified, the document’s effecti
date of issue is the date on the request for padp@sdditional applicable documents may be inctide
specific task orders.

Document Number Title

a. MIL-STD-130N DoD Standard Practice — IdentifioatMarking of US
Military Property

b. MIL-M-85337A Manuals, Technical; Quality AssucanProgram:
Requirements for

C. MIL-DTL-24784 Manuals, Technical: General Acqtitsn And Development
Requirements

d. MIL-HDBK-61A Configuration Management

e. MIL-HDBK-881A Work Breakdown Structures for Defense Materiel kem

f. SPAWARSYSCENCHASNI | SPAWARSYSCEN Charleston Instruction — Check-in and

NST 12900.1A Check-out Procedures, 18 May 2005

g. ISO/IEC -9000 International Organization forr&tardization, Quality
Management Principles

h. ISO/IEC 12207 Information Technology — Softwhife Cycle Processes

i ISO/IEC 15288 Systems Engineering — System Cijele Processes

J- ISO/IEC 15939 Software Engineering — Softwareabl@ement Process

K. ISO/IEC 14764 Information Technology — SoftwMaintenance

I ISO/IEC 15408 Information Technology — Secuiigchniques. Evaluation
criteria for IT security

m.

n. IEEE/EIA 12207 Software Life Cycle Processes

o. IEEE Std 12207-2008 Systems and Software Engimee Software Life Cycle
Processes

p. IEEE/EIA 12207.1-1997 Guide for ISO/IEC 1220%ri#lard for Information
Technology- Software life cycle processes - Lifeleydata

g. HPSD-12 Homeland Security Presidential Directiveolicy for a
Common ldentification Standard for Federal Emplayaed
Contractors, August 27, 2004

r. DTM-08-003 Directive-Type Memorandum 08-003 —xN&eneration

Common Access Card (CAC) Implementation Guidance,
December 1, 2008
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S. FIPS PUB 201-1 Federal Information Processiag&irds Publication 201-1
Personal Identity Verification (PIV) of Federal Eloypees
and Contractors, March 2006

t. Form I-9, OMB No. 115- US Department of Justice, Immigration and Natueaiim

0136 Services, Form |-9, OMB No. 115-0136 — Employment
Eligibility Verification
u. ANSI/EIA-748A America National Standards Insti{Electronic Industries
Alliance Standard — Earned Value Management (EVM)
Systems
V. DoDI 4161.02 Accountability and Management ofv&mment Contract

Property, Apr 27,2012

2.3 SOURCE OF DOCUMENTS

The contractor shall obtain all applicable docureer@pecifications and commercial/industrial docoteenay be
obtained from the following sources:

Copies of Federal Specifications may be obtainechfGeneral Services Administration Offices in Waghon, DC,
Seattle, San Francisco, Denver, Kansas City, M@icago, Atlanta, New York, Boston, Dallas and LawgAles.

Copies of military specifications may be obtainezhi the Commanding Officer, Naval Supply Depot, Bg@bor
Avenue, Philadelphia, PA 19120-5099. Applicationdopies of other Military Documents should beradded to
Commanding Officer, Naval Publications and Format€g 5801 Tabor Ave., Philadelphia, PA 19120-5099

All other commercial and industrial documents carobtained through the respective organizationlssite.

3.0 PERFORMANCE REQUIREMENTS

The following paragraphs list all required suppagks that shall be required throughout the conlifac The
contractor shall provide necessary resources aodlkdge to support the listed tasks. Specific cibjes shall be
dependent on the base contract and the TO wrigamst the base contract. The contractor shallpbete all
required tasks while controlling and tracking pemfiance and goals in terms of costs, schedulesiemadirces. No
scheduled work shall commence on a TO without @pproval by an authorized Government Contractiffic€).

Note: In compliance with SPAWARINST 4720.1A — SPA® Modernization and Installation Policy, all ccartt
installation work performed aboard Navy ships ardWshore sites is under Installation Managemefit©{IMO)
supervision; otherwise, a formal exemption reghestbeen approved. In accordance with the FlesdiRess
Directorate Standard Operating Procedure (FRD SOBMSPAWARSYSCOM letter Ser FRD/235 dated 14 Apr
12, the contractor shall, ensure proper notificatiad status updates of installation work performegtside of SSC
Atlantic respective Areas of Responsibilities (AQRBee provided to the SPAWAR Officer in Charge (P&€
applicable Geographic Lead.

3.1. RELEVANT EXPERIENCE

The environment in which these services are torbeiged is demanding with little to no fault tolece. The
contractor shall have relevant knowledge and egped associated with the management and executidol and
Federal Aviation Administration (FAA) Command andr@ol (C2)/Air Traffic Control (ATC)/ Air Traffic
Management (ATM) system programs and projects. cbBmractor shall have notable experience includysiem
engineering, research, development, modificatiotegration, testing, deployment, operations anchteaance
(O&M), and sustainment of Aviation C2/ATC/ATM systs which shall include, but not limited to, theldoVing:
a. Air Traffic Control Towers (ATCT)

b. ATC Landing Systems

C. Radar Surveillance Systems

d. Radar Approach Control Facilities (RAPCON)
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Enroute Approach Control Facilities

Flight Planning Facilities

Ground Electronics Maintenance Facilities

Communications Systems

Navigational Aids

Aviation Weather Observation Systems

VSAT Systems

Battlespace Command and Control Center (BC3)

BC3 Mobile Training suites (MTS)

Regional Interface Control Cell (RICC)/ Batttdfl Airborne Communication Node (BACN)
Joint Radio Relay (JR2) Systems

Microprocessor Enroute Automated Radar TrackingSystem (MEARTS)

T oS 3T ARTITSQ SO

3.2. PROGRAM MANAGEMENT

The contractor shall work closely with the govermingroject manager and when applicable provide cut the
sponsor level.

3.21 Program Support
Some programs shall require a contractor to waskedly with the government project manager and suppe

needs of the program at the sponsor level. Agtdicein TOs, coordination of meetings, preparinddai drills,
developing agenda items, attending at high-levedtings, generating minutes, and tracking actiomstenay be
required. Other support may require a contracesetommend policies, doctrine, tactics, and procesiat the
Federal, State, and Local level given their papeexopinion or using analysis of actual outcom@sagram
support may require significant coordination arteriface with various DOD, non-DOD activities, Fealesponsors,
related agencies/organizations, and SPAWARSY SCHah#At contractors located in and out of CONUS.

3.2.2 Program Management Documentation
The contractor shall draft and/or develop variokgpam management (PM) documents (CDRL A001). Ata
minimum, the following documents are typical PMidetables that the contractor shall have knowletgeand
capable resources available to develop:

» Statement of Work or Performance Work Statement

e Technical and/or program review presentations

» Cost Estimation

* Meeting Agenda and Minutes

* Plans of Action and Milestone (POA&M)

* Master Plan and Schedule using PERT charts

*  Work Breakdown Structure (WBS)

e Various Program Acquisition related documents: dilis Needs Statement (MNS), Capability Production

Documentation (CPD), Operational Requirements DaurORD), etc.

3.2.3 Project Management Support

The contractor shall function as a member of theag@ment and Coordination Team and provide project
management support to ensure the government'sitatimaquirements are defined, planned, estimdtedgeted,
scheduled, and executed in accordance with SPAWAREN Atlantic commitments to the sponsor. Project
management and other essential personnel shallflade at the time of contract award to precluelays in on-
going projects/programs. The contractor shalldggable of providing appropriate resources to supgper
following tasks:

3.23.1 Provide Strategic Planning — Program Mameg entails maintenance services to support ATC,
AFM, aviation weather observing, forecasting ambréng, air to ground communications O&M, sunailte and
precision radar systems operations and maintenaoi communications systems operations and nrante,
aviation C2 and aviation weather systems operafosmaintenance as required by DoD and Federabspoat
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multiple locations both in and outside of CONUSdiens. The contractor shall utilize AC2/ATC/AFMperience
and system technical expertise to provide stratelgicning support to the Program Management asvist|

(a) Evaluate the requirements and assess the &iipalaind resources available to meet/delivergubj
requirements.

(b) Define/establish realistic goals/objectivestfe project.
(c) Map possible route(s) to achieve the goalsfilves.
3.2.3.2 Provide other Project Management Suppdtie-contractor shall recommend engineering and

operational policies, doctrine, tactics, and praced to minimize risk, facilitate quality assuranegluce costs and
enhance schedule adherence for the project.

3.3 AIR TRAFFIC CONTROL (ATC) OPERATIONS SUPPORT

The contractor shall be capable of providing vasiéd C operational support. The Contractor shadllifgand
certify their personnel as required. The Contnashall maintain certification records and docuraéoh as
required. The following tasks are separated intwfional operational support:

3.3.1 Air Traffic Management (ATM) Operations

The following tasks shall be the responsibilitytted personnel whose position title is “Air Traffitanager/Site
Lead.” The Air Traffic Management Operations fuootrequires supporting day-to-day operational dofes and
commitments in a safe and cost-effective mannet tla@ contractor shall provide coordination andtagrof air
traffic movement within the applicable area of gdiction. The contractor shall be capable of pting appropriate
resources to support the following taghtss list is not all inclusive and may be supplenmged by tasks as
outlined in the documents in paragraph 2.1)

3.3.1.1 Provide maintenance/development of Stan@aetating Procedures (SOPSs) in accordance with
applicable regulations.

3.3.1.2 Provide for the collection and safeguardihgccident/incident data in accordance with ayztlie
regulations.

3.3.1.3 Determine the operational status of ATGesys & capability.

3.3.14 Provide for the implementation of a Govegntrapproved training Program.

3.3.15 Provide for the timely submission of apoets and documentation as required.

3.3.1.6 Ensure compliance with a Contractor-devedoQuality Assurance (QA) program.

3.3.1.7 Ensure compliance with a Contractor-devediognd Government-approved Drug screening program.
3.3.1.8 Maintain an up-to-date library of requiddtrts and publications.

3.3.1.9 Assist in the development of documents sischetters of Agreement (LOA) and Memoranda of
Agreement (MOA), as required.

3.3.1.10 Supervise and approve the certificaticaification of personnel in accordance with the ATC
Training Plan.

3.3.1.11 Develop and publish ATC personnel workélvatchedules in response to staffing requiremeraad
consistent with personnel position certificationglifications.
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3.3.1.12 Ensure training plan is being conductediating to applicable instruction/guidelines.
3.3.1.13 Provide input for implementing ATC equiprnapgrade initiatives.

3.3.1.14 Publish and implement a plan for the tedarof logs, flight strips, and other items foettequired
amount of time after the close of the contract (CD%02)

3.3.1.15 Develop and submit various reports (CDRI02) such as incident, accident and other postracti
emergent reports within prescribed limits of colting directives, instructions, and/or as specif&dhe task order
level.

3.3.1.16 Develop staffing and personnel work schesdio support operations and ATC Branch servidestw
are dependent on operational site-specific requérasnand subject to government approval.

3.3.2 ATC Tower/RADAR/Non-RADAR Facility Operatien

The following tasks shall be the responsibilityttodé personnel who's position title is “ATC Tower/RAR/Non-
RADAR Facility Operations Chief Controller (CCTLR)The contractor shall be responsible for the aller
supervision and operation of the ATC Tower/RADARMNRADAR facility. The contractor shall be capabfe
providing appropriate resources to support thetalg tasksthis list is not all inclusive and may be
supplemented by tasks as outlined in the documenits paragraph 2.1).

3.3.21 Maintain library of applicable branch direes and standard operating procedures (SOPS).
3.3.2.2 Maintain operational continuity betweenahaieams.

3.3.2.3 Recommend personnel for certification/digaliion in individual operating positions in acdance
with the ATC Training and Certification Plan.

3.3.24 Ensure controller currency in accordandh applicable directives/SOP.

3.3.25 Determine and report the operational resdiof tower/radar/non-radar branch ATC equipment a
appropriate.

3.3.2.6 Supervise and/or participate in flight dtseas required.
3.3.2.7 Implement procedures for coordination V@thfacilities as required.

3.3.2.8 Develop and submit various reports (CDRI0Z)0such as incident, accident and other postractio
emergent reports within prescribed limits of colling directives, instructions, and/or as specif&dhe task order
level.

3.3.2.9 Develop staffing and personnel work schesitd support operations and ATC Branch serviceshwh
are dependent on operational site-specific requarasnand subject to government approval.

3.3.3 ATC Facility Watch Supervision

The following tasks shall be the responsibilitytted personnel whose position title is “ATC FaciMjatch
Supervisor (WS)/Senior Controller (SC)/ControlletGharge (CIC).” The contractor shall be respdaditx the
overall conduct and supervision of the ATC Watdlhe contractor shall be capable of providing appate
resources to support the following tagitss list is not all inclusive and may be suppleented by tasks as
outlined in the documents in paragraph 2.1)
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3.33.1 Ensuring proper equipment checkouts & djzancy reports (CDRL A002) are accomplished at the
start of each watch.

3.3.3.2 Ensuring personnel and position assignnaetsonsistent with published and approved watch
schedules.
3.3.3.3 Ensuring position currency is accomplisaed recorded.

3.3.34 Receiving complaints; conduct initial intigation and forward initial report (CDRL A002) the
designated Government Representative.

3.3.35 Ensuring proper control procedures areiegpphs well as effective intra-facility and infacility
communication.

3.3.3.6 Initiating the collection of accident/ineitt records (CDRL A002) and forward to the desigdat
Government Representative.

3.3.3.7 Making initial accident/incident notificatis in accordance with local SOPs.
3.3.3.8 Reviewing and signing daily facility logs.

3.3.3.9 Maintaining physical security in accordangt local SOPs.

3.3.3.10 Ensuring proper coordination with C2 agesic

3.3.3.11 Develop and submit various reports (CDRI02) such as discrepancy, incident, accident amer ot
post action emergent reports within prescribedtiraf controlling directives, instructions, andés specified at the
task order level.

3.3.3.12 Develop staffing and personnel work schesdio support ATC facility watch services whicle ar
dependent on operational site-specific requiremandssubject to government approval.

3.34 Control Tower Operations

The control tower operations function requires asge of clearances and information to aircraft\atdcular
traffic operating on runways, taxiways and othesigieated movement areas of the airfield, and twairoperating
in the assigned airspace areas. Airborne traffitrolled by the tower will include both Visual gtit Rules (VFR)
and Instrument Flight Rules (IFR) traffic releasedocal control jurisdiction. Operating positiomay be added,
deleted, combined, or integrated, consistent wéttipent directives in order to meet operationguieements. The
contractor shall be capable of providing appropriasources to support the following control top@sitions and
functions(this list is not all inclusive and may be supplem@ed by tasks as outlined in the documents in

paragraph 2.1}

3.34.1 Control Tower Watch Supervision. Primary respotfifds of personnel supporting the Control
Tower Watch Supervision position shall include fibliowing tasks:

(a) Coordinating and supervising the control ofwift operating in assigned airspace areas arahdisurface
vehicular traffic operating on runways, taxiwaysl arther designated movement areas on the airfield.

(b) Briefing the control towegontrollers on weather conditions, equipment status, fielddgwmns and special
operations prior to assuming the watch.

(c) Assigning personnel to operating positions adicg to individual qualifications and training rggements,
as directed.

(d) Notifying cognizant SAR and crash/rescue agesof aircraft distress and other emergencies.
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(e) Evaluating equipment operational readinesrodeg equipment outages and actions taken to cloarey
discrepancies.

® Supervising proper coordination with C2 agencie

3.34.2 Local Control is responsible for maintagnancontinuous visual surveillance of the airpatfic area
and other movement areas. Primary responsibilitiggersonnel supporting the Tower Local Contraipon shall

include the following tasks:

€) Formulating and issuing clearances and comstiuctions to accomplish and maintain requirguhsation
between aircraft and between aircraft and vehigfegating in aircraft movement areas.

(b) Effecting coordination with appropriate opergtositions, facilities and other agencies.
(c) Providing flight assistance to aircraft.

(d) Operating airport lighting, lighting systemgdarisual landing aids.

(e) Initial notification and dispatch of emergem®rsonnel and equipment for aircraft emergencids an
accidents.
3.3.4.3 Ground Control is responsible for exergisieneral surveillance of the airport movementsrea

excluding the runway(s) in use. Primary respotit#és of personnel supporting the Tower Ground @arposition
shall include the following tasks:

(a) Formulating and issuing ground movement cleaggauo aircraft and vehicles operating on the a&irpo
(b) Dissemination of current weather and field dbad information, as required.

3.34.4 Flight Data. Primary responsibilities efgonnel supporting the Tower Flight Data posisball
include the following tasks:

€) Operating communications equipment associattittiae flight data position.

(b) Receiving and relaying aircraft movement data.

(c) Preparing and posting flight progress strips.

(d) Serving as Clearance Delivery by obtaining tipgsand relaying ATC clearances and advisories.

(e) Operating Flight Data Input Output (FDIO) andp®rt Terminal Information Systems (ATIS) equiprhen
® Monitoring Navigational Aid (NAVAID) alarm sysims.

(9) Operating mIRC or other communication equipnantirected.

3.345 Develop and submit various reports (CDRIOZ0such as incident, accident and other postractio
emergent reports within prescribed limits of coltimg directives, instructions, and/or as specif&dhe task order

level.

3.3.4.6 Develop staffing and personnel work schesitd support control tower operations serviceskvhre
dependent on operational site-specific requiremandssubject to government approval.

3.3.5 RADAR/Non-RADAR Operations
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The radar/non-radar operations function providesoere and terminal ATC services to IFR and VFRraiffic
within the facility’s assigned area of jurisdictiohe scope of services provided will vary accogdio equipment
installed, and the type of delegated airspace padial use areas assigned. Operating positionsomaylded,
deleted, combined, or integrated, consistent wattipent directives in order to meet operationguieements.In_
those areas where there is adequate radar coveradbe contractor shall provide radar IFR and VFR sewvices
with the applicable radar separation. The contractor shall be capable of providing appate resources to
support the following RADAR/Non-RADAR operationsgitions and functiongliis list is not all inclusive and
may be supplemented by tasks as outlined in the dements in paragraph 2.3:

3.35.1 Radar/Non-Radar Watch Supervisor — Primeggonsibilities of personnel supporting the Radiant
Radar Watch Supervisor position shall include tile#ing tasks:

(a) Coordinating and directing the control of aiftioperating in assigned airspace areas.

(b) Briefing thecontrollers on weather conditions, equipment status, field@@ns and special operations
prior to assuming the watch.

(c) Assigning personnel to operating positions adicg to individual qualifications and training rggements,
as directed.
(d) Notifying cognizant search and rescue (SAR) enagh/rescue agencies of aircraft distress aret oth

emergencies.

(e) Evaluating equipment operational readines®roieg of outages and actions taken to correct
discrepancies.

® Supervising proper coordination with C2 agencie
(9) Implement a flow control when directed.
3.3.5.2 Approach Control — Approach Control is mwble for coordination and control of all instrent

traffic within the assigned area of jurisdictioRrimary responsibilities of personnel supporting &pproach
Control position shall include the following tasks:

(a) Issuing ATC clearances, control instructioms] advisory information to aircraft under approaohtrol
jurisdiction.

(b) Effecting coordination with appropriate opergtositions and other facilities.

(c) Surveillance of assigned areas and provisiaaddr/non-radar services to aircraft, as required.

(d) Determination of separation and sequence taskd between aircraft in a radar/non-radar enviemtm
(e) Initiation/acceptance of radar/non-radar haffslfoom adjacent facilities/sectors.

® Providing assistance and priority of servicesircraft in emergency situations.

(9) Utilization of any or all other radar operatipgsitions, as necessary.

(h) Serve as an automator for ARTS, STARS, or MEARTS ATC automation systems.

3.3.5.3 Departure Control — Departure Control gpomsible for ATC services to departing aircrafthivi the
assigned area of jurisdiction and providing radar/radar ATC services, as required. Primary resibdities of
personnel supporting the Departure Control posgiaall include the following tasks:
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(a) Issuing clearances and advisory informatioaitoraft under departure control jurisdiction.
(b) Initiating/accepting radar/non-radar hand-d&ftsm adjacent facilities/sectors.
3.354 Arrival Control — Arrival Control is respsible for maintaining radar surveillance of theigissd area

of jurisdiction and providing radar ATC servicesraquired. Primary responsibilities of personngdporting the
Arrival Control position shall include the followgrtasks:

€) Maintenance of radar surveillance of the asgigarea of jurisdiction and provision of radar A3&vices,
as required.

(b) Issuance of clearances and control instructiorggrcraft operating under arrival control jutitstbn.

(c) Accepting radar handoffs from approach cordral providing radar ATC services to aircraft, agpuieed,

until the aircraft reaches approach minimums dxaisded off to final control, or an adjacent fagilit

3.3.55 Flight Data — Primary responsibilities efgponnel supporting the RADAR/Non-RADAR Flight Data
position shall include the following tasks:

€) Operating communications equipment associattittie flight data position.

(b) Receiving and relaying aircraft movement data.

(c) Preparation and posting of flight progresgpstri

(d) Serving as Clearance Delivery by obtaining tipgsand relaying ATC clearances and advisories.

(e) Operating Flight Data Input Output (FDIO) andp®rt Terminal Information Systems (ATIS) equiprhen
® Monitoring NAVAID alarm systems.

(9) Operating MS Windows Internet Relay Chat (mIRE€pther communication equipment as directed.

3.3.5.6 Final Control — Primary responsibilitiespegrsonnel supporting the RADAR/Non-RADAR Final
Control position shall include the following tasks:

(a) Providing instructions necessary for an aitd@tonduct an ASR/PAR approach.

(b) Monitoring approaches, as specified in FAA Haoak 7110.65, AFI 13-204 volume 3 or as specified i
the PWS.

3.3.5.7 En Route Control (RADAR and Non-RADAR) — Eaute Control is responsible for coordination and
control of all instrument traffic within the assiggharea of jurisdiction. Primary responsibilitgpersonnel
supporting the RADAR/Non-RADAR En Route Control jiims shall include the following tasks:

(a) Issuing ATC clearances, control instructiond advisory information to aircraft under approaohteol
jurisdiction.

(b) Effecting coordination with appropriate opergtositions and other facilities.

(c) Maintenance of radar surveillance (radar faes) of assigned areas and provision of radarfadas

service to aircraft as required.

(d) Determination of separation and sequence taskd between aircraft in a radar/non-radar enviestm
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(e) Initiation/acceptance of radar/non-radar hafislfoom adjacent facilities/sectors.
® Providing assistance and priority of servicesircraft in emergency situations.
(9) Utilization of any or all other operating pasits as necessary.

(h) Serve as an automator for ARTS, STARS, or MEARTS ATC automation systems.

3.3.5.8 Develop and submit various reports (CDRI0Z)0such as incident, accident and other postractio
emergent reports within prescribed limits of coliing directives, instructions, and/or as specif&dhe task order
level.

3.3.5.9 Develop staffing and personnel work schesitd support operations and RADAR/non-RADAR
services which are dependent on operational siéeHsp requirements and subject to government aggro

3.3.6 ATC Liaison

The ATC Liaison function provides services fromhiit a Radar or Tower ATC facility or an independfaility.
The service shall be provided by a qualified toweradar air traffic controller who shall providechnical ATC
expertise and advice to host nation ATC person@elntractor liaisons shall clarify miscommunicatdretween
host nation controllers and US military pilots riéisig from language barriers in order to facilitéhe safe and
expeditious flow of air traffic. These may involaetively controlling aircraft (as agreed to inappropriate
Memorandum of Understanding/ Letter of AgreemenDWALOA) with the host nation) and, as such shall be
staffed by an experienced controller who holdsraecii medical Class Il certification. ATC Liaisposition shall
(as required) repeat/clarify host nation contratinctions to ensure understanding and compliapdgS
military/coalition pilots. The contractor shall bapable of providing appropriate resources to stgpe following
tasks this list is not all inclusive and may be supplemdnd by tasks as outlined in the documents in

paragraph 2.1}

3.3.6.1 Develop and submit various reports (CDRI0Z)0such as incident, accident and other postractio
emergent reports within prescribed limits of collimg directives, instructions, and/or as specif&dhe task order
level.

3.3.6.2 Develop staffing and personnel work schesitd support ATC liaison services which are depehd
on operational site-specific requirements and slgegovernment approval.

3.3.7 ATC Training Support

The ATC Training Support function provides the resaey tools to ensure ATC personnel are propealged and
certified/qualified. The ATC Training support fuian also provides the vehicle by which ATC persairare kept
current and proficient within their discipline in@rdance with the Contractor developed, Governmapptoved,
training plan and program. The contractor shaltdéygable of providing appropriate resources to stphe
following tasks this list is not all inclusive and may be supplemend by tasks as outlined in the documents in

paragraph 2.1}
3.3.7.1 Develop/update/modify the training progi@DRL A003) annually or when required.

3.3.7.2 Ensure ATC training is conducted in comp@awith Government approved training program and
plan.

3.3.7.3 Maintain documentation of required trainamgl certification.

3.3.74 Maintain individual training records.

3.3.7.5 Provide monthly training reports (CDRL AQO3
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3.3.7.6 Provide tracking and documentation of awyaequirements and submit reports (CDRL A003) as
required.

3.3.7.7 Provide position qualification recomme noladi

3.3.7.8 Provide recommendations for changes toitrgiprogram/plan.

3.3.7.9 Develop and provide all reports, trainitegs), syllabi, and training analyses (CDRL A0B8)the
due dates specified in controlling directives, imstions, and/or as specified at the task ordegllev

3.3.7.10 Develop staffing and personnel work sclesdio support ATC and ATC Training services which
dependent on operational site-specific requiremandssubject to government approval.

3.4 AIRFIELD MANAGEMENT (AM) OPERATIONS SUPPORT

The contractor shall be capable of providing vasiéiVl operational support. The Contractor shallliqgand
certify their personnel as required. The Contnashall maintain certification records and docuraéoh as
required. The following tasks are separated intwfional operational support:

34.1 Airfield Management Support

The following tasks shall be the responsibilitytted personnel whose position title is “Airfield Meger (AFM)”.
The contractor shall plan, organize, direct, anersee the activities of the Airfield Managementfiéid
Operations. The contractor shall be capable ofigiog appropriate resources to support the follaywiasks this
list is not all inclusive and may be supplementedybtasks as outlined in the documents in paragraph.2):

34.1.1 Develop and direct the implementation @ffshnd long term operational plans, policies, and
procedures (CDRL A004) of airfield operations aitiés and airfield facilities essential to flighafety and flight
operations.

3.4.1.2 Inspect the airfield after emergenciestiatts, assess damage to airfield property, andtdhre
necessary actions to repair and reopen airfielititfas.

3.4.13 Serve as the Wing Commander’s focal poinbfchestrating daily and long range utilizatidrihe
airfield to ensure accomplishment of assigned minssas well as maximum support for other flightragiens.

3.4.1.4 Develop policies (CDRL A004) concerned wita establishment and improvement of airfield supp
activities and Airfield Management/ Airfield Opeits procedures in support of military and civiliaperation.

3.4.15 Research, interpret, analyze, and apply D&yForce, Federal Aviation Administration (FA2Aand
International Civil Aeronautical Organization (ICA@ules and directives.

3.4.1.6 Establish, revise, or review policies, paures, mission objectives, and organization defsign
airfield management and flight services activitissuring that flying mission and/or flight safétynot
compromised.

3.4.1.7 Develop procedures (CDRL A004) to notifgger agencies when an aircraft carrying hazardous
cargo is arriving at or departing from the base.

3.4.1.8 Coordinate with explosive safety and ottgpropriate agencies on areas designated for jgarkin
loading, and servicing of aircraft with hazardoasgo.
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3.4.1.9 Develop and implement internal proceduBB3RL A004) in support of the National Search and
Rescue Plan.

3.4.1.10 Coordinate with internal and external agemnto affect the search activity for downed aificand
crewmembers.

3.4.1.11 Coordinate on development and applicatfdrase-wide operation plans supporting wartime
operations, contingencies, aircraft accidents,matlisasters, aircraft incidents on/off base.

3.4.1.12 Develop and implement procedures withrahadf base emergency response agencies involving a
aircraft in the local flying area.

3.4.1.13 Ensure Primary and Secondary Crash Netsstalled, operational, and maintained.

3.4.1.14 Manage the Base Flight Information Pubilices (FLIP) Program.

3.4.1.15 Develop procedures (CDRL A004) for adysinilitary/civilian agencies on closure of runways,
taxiways, or aircraft parking aprons/spots, aidigtpairs/construction, and availability of airflel
lighting/navigational aid systems.

3.4.1.16 Provide guidance and coordination withrgemecy situations on the airfield.

3.4.1.17 Perform self-inspection and presents leetaind comprehensive report (CDRL A004) with any
corrective action taken.

3.4.1.18 Develop, manage, and administer the bade-Arfield driving/training familiarization progm.

3.4.1.19 Oversee maintenance and operation ofitfiedcito ensure compliance with all applicabldetga
regulations.

3.4.1.20 Responsible to open or close the airfielair traffic after determining safe or unsafe @piag
conditions exist, based on knowledge of aircraftfiqurations and maneuvering capabilities.

3.4.1.21 Responsible for airfield construction pot$ including runways, taxiways, aircraft parkiagps,
lighting systems, etc.

3.4.1.22 Provide advice and assistance in suchitiesias airfield surface repair and painting peags and
their work crews.

3.4.1.23 Work closely with Civil Engineers in aligses of programmed airfield construction.

3.4.1.24 Coordinate with Civil Engineers to ensairéield repair and maintenance are properly acdistngd.
3.4.1.25 Identify requirements for both major andanairfield improvement projects. This includes
attending pre-construction meetings submitting work requests, preparing funding ficstion, reviewing design

engineering plans for adequacy and completenesstarniog progress, and performing final inspect{@DRL
A004). Monitors to prevent unsafe conditions araimain continued use of facilities.

3.4.1.26 Coordinate with Civil Engineering to editbrunway rubber removal and painting schedutktan
control height of vegetation on airfield to includeerruns, approach surfaces, and areas aroumeldlifhting.

3.4.1.27 Review with Civil Engineering and safeltyaivers that affect the airfield and flying opépbns.

3.4.1.28 Establish airfield sweeper support and@apgpdaily sweeping schedule. This includes moinitp
airfield sweeping schedule for effectiveness, etexahange based on current requirements and anafysends.
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3.4.1.29 Represent the installation for all aidielanagement matters at various conferences, rgeetind
one-on-one dealings with local officials, other Dobmponents, and other Federal and State orgasizati
concerning management and use of the airfield.

3.4.1.30 Serve as a member of the Airfield OpenatiBoard and the base Bird Aircraft Strike Haz&4%$H)
working group.

3.4.1.31 Establish, develop, and maintain effeatveeking relationships with control tower operason
RAPCON, and FAA personnel.

3.4.1.32 Meet with or discuss services providegilms and coordinating officials to assess custome
satisfaction, explain organization policy and piahaes, and resolves significant problems that arise

3.4.1.33 Serve as technical advisor to the basad-afety Office on accidents, incidents, and hdza

3.4.1.34 Maintain liaison with other armed forcesd aivilian counterparts in developing joint opéyas
requirements.

3.4.1.35 Execute the airfield portion of the Bifdrcraft Strike Hazard (BASH) and Foreign Objectriege
(FOD) programs.

3.4.1.36 Develop and ensure implementation of BAS#asures based on trends, environmental studigs, an
seasonal events.

3.4.1.37 Coordinate procedures for airfield wildlffispersal teams in support of the BASH program.

3.4.1.38 Ensure that information provided for awempre-flight planning; develops procedures (CDRI0A)
for collecting and processing wildlife remains fopper identification and tracking.

3.4.1.39 Brief bird migration efforts and procedure
3.4.1.40 Ensure dissemination of bird watch coadgi

3.4.141 Coordinate with CE, SE, Aircraft Maintena and Foreign FOD Manager on the airfield Foreign
Object Damage (FOD) program.

3.4.1.42 Participate in base Foreign Object Danmagetings and briefs on airfield FOD conditions &redds.

3.4.1.43 Develop and submit various AFM reports ancuments (CDRL A004) such as policies, and
procedures within prescribed limits of controllidigectives, instructions, and/or as specified atttsk order level.

3.4.1.44 Develop staffing and personnel work schesdio support airfield management services whieh a
dependent on operational site-specific requiremandssubject to government approval.

3.4.1.45 Develop and coordinate Airfield PagkPlan.
3.4.1.46 Develop and coordinate Annual Airfi€ldrtification/Safety Inspections.

3.4.2 Airfield Management Operations Supervision

The following tasks shall be the responsibilitytteé personnel whose position title is “Airfield Magement Shift
Supervisor/Lead (AMOS).” The contractor shall ntain situational awareness of airfield activitiesl averall
responsibility for the Airfield Management OperaitsoAMOPS) section while on duty. The contracioall be
capable of providing appropriate resources to suphe following tasksthis list is not all inclusive and may be
supplemented by tasks as outlined in the documenits paragraph 2.1):
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3.4.21 Monitor and coordinate airfield and airteadtivities.
3.4.2.2 Serve as the AFM's representative duringrgency response situations and during non-dutyshou
3.4.2.3 Assess airfield operations/situations, riigitee operational requirements and impose airfield

restrictions as needed (e.qg., closing/suspendiagatipns on aprons, taxiways and runways).

3.4.2.4 Conduct and document a shift change bgedior to signing off-duty.

3.4.25 Conduct airfield inspections and checks.

3.4.2.6 Process flight plans and other air traffiated data through the national and internatiaivaraffic
systems.

3.4.2.7 Provide flight following services and iate appropriate actions when aircraft are overdue.

3.4.2.8 Maintain and process NOTAMSs.
3.4.2.9 Maintain a record of daily events on AF 118816 —Daily Record of Facility Operatian

3.4.2.10 Execute Operating Instructions (Ols) anitkReaction Checklists (QRCs) necessary to perfor
AFM duties and responds to situations requiring adrate action.

3.4.2.11 Provide transient aircrew and aircrafipgupto include processing Prior Permission Requ{RPR)
requests; coordinate parking areas; receive, siockjssue classified material.

3.4.2.12 Provide briefings to base and transienteis on relevant airfield operations and restins.
3.4.2.13 Maintain the flight planning room equipmenaps, displays and publications

3.4.2.14 Develop and submit various reports (CDRIO4) within prescribed limits of controlling diréats,
instructions, and/or as specified at the task olelal.

3.4.3 Airfield Management Operations Coordination

The following tasks shall be the responsibilitytied personnel whose position title is “Airfield Megement
Operations Coordinator (AMOC).” The contractorlsh@onitor and coordinate airfield and aircraftisities. The
contractor shall be capable of providing appropriasources to support the following tagkés(list is not all
inclusive and may be supplemented by tasks as ountid in the documents in paragraph 2.1):

3431 Conduct airfield checks.

3.4.3.2 Process flight plans and other air tratflated data through the national and internatiairataffic
systems.

3.4.3.3 Provide flight following services and iate appropriate actions when aircraft are overdue.
3.434 Maintain and process Notices to Airmen (M®IE).

3.4.35 Maintain a record of daily events on AF 118@16.

3.4.3.6 Execute Ols and QRCs necessary to perfdvhdiédties and responds to situations requiring
immediate action.
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3.4.3.7 Provide transient aircrew and aircraft supfo include processing Prior Permission Requ{fR)
requests; coordinating parking areas; receivirggjrgy and issuing classified material.

3.4.3.8 Provide briefings to base and transieteivs on relevant airfield operations and restiiegi
3.4.3.9 Maintain the flight planning room equipmentps, displays and publications.
3.4.4 Flight Planning/Flight Following Services

Flight planning services include receiving, andgassing of flight plans as well as providing assise in their
planning. Flight planning services also includentaning a current inventory of aeronautical chapublications,
applicable directives, and Notice To Airmen (NOTAM&s and providing facilities for aircrews to aturct flight
and mission planning. Flight Following serviceslime Search and Rescue (SAR) notification and doatidn as
well as Flight Following Services as delineatechimitguiding directives. The contractor shall bpatale of
providing appropriate resources to support the¥alhg tasksthis list is not all inclusive and may be
supplemented by tasks as outlined in the documenits paragraph 2.1).

3.4.4.1 Flight Planning Services

(@) Maintain required publications, directives, thaand supplies for pilot and facility refererssed use.
(b) Maintain facilities and equipment — recordimy @utages and actions taken to correct discrepanci
(c) Disseminate NOTAMS.

(d) Ensure the most current aeronautical chartsligations and flight planning materials are aval#eto
aircrews in adequate quantities.

(e) Assist aircrews in planning and proper filifglmght plans.

® Supervise the processing and transmittingighflplans and movement messages.

3.4.4.2 Flight Following Services

(@) Receive, process, post, and transmit flightpknd aircraft movement messages.

(b) Coordinate flight plans and movement messagd@sather ATC agencies and flight service stations.
(c) Handle incoming and outgoing communicationssraft flight guard; and initiate overdue and aktions

with Search and Rescue Centers.

3.4.4.3 Develop and submit various flight planniegorts (CDRL A004) such as incident, accident atingr
post action emergent reports within prescribedtfiraf controlling directives, instructions, or g&sified at the task
order level.

3.4.4.4 Develop staffing and personnel work schesitd support operations and flight planning/flight

following services which are dependent on operalisite-specific requirements and subject to gavient
approval.

3.5 (Deleted)

3.6 C2/ATC/AFM SYSTEM AND EQUIPMENT SUPPORT

3.6.1 Aviation C2 and Communications Maintenancevises
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The aviation C2 maintenance operations functiowigdes for preventive and corrective maintenanceices of
assigned systems/equipment. The Contractor shalifg and certify their personnel as required.e Qontractor
shall maintain certification records and documeéatess required. The contractor shall provide feamization to
active duty personnelblde-sais required. The contractor shall be capablemfiging appropriate resources to
support the following tasks:

3.6.1.1 Provide maintenance on aviation C2 suitesjoipment to meet the operational objectivesiastbd
by the local Communications Squadron Commandetladystem User Logistics Support Summary (ULSS) as
defined in the governing USAF provided SOPs, AEEEMIs, and applicable Technical Orders/Manualsec8jz
aviation C2 equipment will vary from site to sibayt will consist of, but not be limited to, the lfilving suites of
systems:

Aviation C2 Suites of Equipment
C2 Communications Systems, such as: C2 and ATC Radar Systems, such as:
CM-200, GRC-171&211, GRR-23/24, GRT-21/22, | TPS-75, GPN-22, GPN-27(or 20), MPN-14K,
ETVS, Liberty Star, PL-2000DT, PRC-117, RT-1319MPN-25, and TPN-19
TRC-176, URC-200, EPLRS radio, AN/TRC-214,
Joint Radio Relay (JR2), Cornet TVCS-L, LHSC,
RT9000D, 721S-1, 721S-2, ALE, Have Quick,
SINCGARS, and VRC-103
Data Link and COMSEC equipment, such as: BC3 Systems such as:
Joint Range Extension (JRE), Air Defense Systemg Mobile BC3 Suites, BC3 Increment 2, BC3
Integrator (ADSI), Multi Source Correlator Tracker | Expeditionary (BC3-E) and BC3-T
(MSCT), Tactical Display Framework (TDF),
Digicomp systems, EPLRS, MIDS terminal, KIV-7,
KG-40, TACLANE, KY-100, KIV-19A, LMS, SAS,
DTS-K, RARITAN KVM, Blue Force Tracker, ADS-
B, KSV-21, AN/VRC 103 and KG-175D
Heating, Ventilation and Air Conditioning Systems | ower Production (GENSET) Equipment
Uninterruptable Power Supply (UPS) equipment
Containerized UPS

3.6.1.2 Determine and report the operational ressdincapabilities, limitations and reliability obtalled
systems.

3.6.1.3 Collect and maintain current library of bggble technical instructions and directives.
3.6.1.4 Ensure maintenance personnel are trainacdciordance with Government approved training

plan/program.
3.6.1.5 Ensure inventory of spare parts/comporisrascurate and adequate.
3.6.1.6 Provide for authorized modification, altema and installation of equipment.

3.6.1.7 Prepare and submit updated drawings (CDB@6GMand other technical documentation (CDRL A0O06)
to reflect system/equipment configuration changeequired.

3.6.1.8 Prepare and submit routine and specialt® fGDRL A006) as required.

3.6.1.9 Ensure all applicable Occupational Safatyldealth Administration (OSHA) requirements are in
place and provided through a government approviedysprogram.

3.6.1.10 Provide support for Mission Capable RepgrtMICAP) and supply processes in accordance with
guiding directives.
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3.6.1.11 Ensure all assigned equipment operatesifuns in accordance with applicable technical
specifications/operational directives.

3.6.1.12 Ensure voice recording /data-recordingdape rotated and secured in accordance withliskiad
local directives.

3.6.1.13 Provide for the secure storage/custodpick recordings identified by the Government as phany
accident or incident.

3.6.1.14 Ensure compliance with a Contractor dgedoQuality Assurance (QA) program.
3.6.1.15 Ensure compliance with a Contractor dgeroand Government approved Drug screening program.

3.6.1.16 Analyze and implement configuration chamgyeupgrades as requested by the government. Task
includes the contractor providing a price and impatation schedule (CDRL A006) to the governmenttie
change/upgrade. The contractor shall make no gardiion changes unless authorized by the governmen

3.6.1.17 Develop and provide all technical repgtans, analyses, and/or drawings (CDRL A006) leydhe
dates specified in controlling directives, instians, and/or as specified at the task order level.

3.6.1.18 Develop staffing and personnel work schesdio support Aviation C2 and communications
maintenance services which are dependent on opeaasite-specific requirements and subject to govent
approval.

3.6.2 ATCALS Maintenance Services

The electronics maintenance operations functiomiges for preventive and corrective maintenanceises of
assigned systems/equipment. The contractor saalhpable of providing appropriate resources tpsughe
following tasks:

3.6.2.1 Provide maintenance on the ATCALS suitesguiipment to meet the operational objectives as
directed by the local Communications Squadron Contteaand as defined in the governing USAF provigédPs,
AFls, CEMIs, and applicable Technical Orders/Masugpecific ATCALS equipment will vary from site site,
but will consist of, but not be limited to, the lfmlving suites of systems:

Typical ATCALS Suites of Equipment
ATC Communications Systems, such as: ATC Radar Systems, such as:
CM-200, GRC-171&211, GRR-23/24, GRT-21/22, | GPN-22, GPN-27(or 20), MPN-14K, MPN-25,
ETVS, Liberty Star, PL-2000DT, PRC-117, RT-131Pand TPN-19
TRC-176, and URC-200
ATC NAVAID Systems, such as: Other ATC Systems, such as:
DME-2020, ILS-2100, MMLS, MPN-23, RCSU-2238 FMQ-18, FMQ-19, Micro-EARTS, MSCT,
TACAN-2010, TRN-26, TRN-41, TRN-44, and VOR-NRTD, STARS, STRAP, and TDX-2000
1150
Heating, Ventilation and Air Conditioning Systems | ower Production (GENSET) Equipment
Uninterruptable Power Supply (UPS) equipment
Containerized UPS

3.6.2.2 Determine and report the operational reedincapabilities, limitations and reliability obtalled
systems.
3.6.2.3 Collect and maintain current library of bggble technical instructions and directives.

3.6.2.4 Provide for the request of and implemeoretif approved frequencies.
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3.6.2.5 Ensure maintenance personnel are traineccimrdance with Government approved training
plan/program.

3.6.2.6 Ensure inventory of spare parts/comporisrascurate and adequate.
3.6.2.7 Provide for authorized modification, altena and installation of equipment.
3.6.2.8 Prepare and submit updated drawings aret tebhnical documentation to reflect system/eqgeipm

configuration changes as required.
3.6.2.9 Prepare and submit routine and specialt®ps required.

3.6.2.10 Ensure all applicable Occupational Sadety Health Administration (OSHA) requirements are i
place and provided through a government approviedysprogram.

3.6.2.11 Provide support for Mission Capable RepgrtMICAP) and supply processes in accordance with
guiding directives.

3.6.2.12 Provide assistance during scheduled ahedsiled flight checks.

3.6.2.13 Ensure all assigned equipment operatesifuns in accordance with applicable technical
specifications/operational directives.

3.6.2.14 Ensure proper NAVAID sighting and instiadla in accordance with applicable instructions.
3.6.2.15 Initiate requests for flight checks in@dance with established periodicity.

3.6.2.16 Ensure voice recording /data-recordinggape rotated and secured in accordance withlisbiedh
local directives.

3.6.2.17 Provide for the secure storage/custodpick recordings identified by the Government as phany
accident or incident.

3.6.2.18 Ensure compliance with a Contractor dgedaQuality Assurance (QA) program.
3.6.2.19 Ensure compliance with a Contractor dgeroand Government approved Drug screening program.

3.6.2.20 Analyze and implement configuration chamgeupgrades as requested by the government. Task
includes the contractor providing a price and immatation schedule to the government for the chapgeade.
The contractor shall make no configuration changdess authorized by the government.

3.6.2.21 Perform all scheduled and unscheduledter@nce as required to meet the target operational
availability (Ao) of 98%, as defined below. Unsdoted maintenance will be performed when servistoration
and equipment repairs are required. All unschetimeintenance will be reported to the local Commatidns
Focal Point (CFP/Job Control). Scheduled mainteeavill be coordinated with the local CFP/Job Coh80 days
prior to planned maintenance outage. The folloviatameters are applicable to the support of #sik: t

(a) ATCALS System Availability

FULL MISSION CAPABLE RATES (E |)
E, Rate Requirements 98% 98% 98% 98% 98%
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Radar Site Radar
Search Site SIF
System System

ATC NAV

# Operational Requirements Comm AIDS

Primary radar data is available at the
1 demarcation point and quality is
acceptable by operations

Usable Secondary (SIF) radar data is
2 available at the demarcation point an
quality is acceptable by operations

Systems Fully Mission Capable Rate (FMC)

NOTE: (Shading indicates operational requiremants applicability) Failure to meet any one of tipei@tional
requirements listed in the above table resultoinrdime against the locations entire system oresyst  Supply
delays, acts of God and government directed desdngs)ld not be used in the calculation of Ao oirEdetermining
system uptime rates.

(b) Formulas and Definitions

Operational Availability (Ao)shall be calculated by the contractor as follows:
Ao = AT -*DT
AT

Er = FMC shall be calculated by the contractorddisivs:

Er Rate = AT-(*DT-EET)
AT

Available Time (AT): = 24 hours a day, 7 days a kyder the month unless otherwise specified bygbeernment.
Downtime (DT): = System is non-mission capablengtide all delays).
Excusable Equipment Time (EET): excusable system;aihargeable downtime

3.6.2.22 Report any major systems outage to tha (©EP/Job Control within ten minutes of the outage
Verbal reports shall indicate the nature of theébfgm and provide an estimated time of restoraffgmssible.
Restoration of service shall be reported withire fiminutes of restoration. The contractor shallntaan a written
Daily Master Station Log (MSL). The log shall beadable to on-site Government personnel upon rsgue

3.6.2.23 Utilize and track government-provided Bomhd Test Equipment, as required to maintain vario
ATCALS electronic equipment. The government wilbgide all tools and test equipment. The governmeéiht
calibrate, and the contractor shall assume Teafyzistic, and Measurement Equipment (TDME) custodia
responsibilities. The contractor shall monitor avatk with the local material controller or locab@munication
Squadron Commander to schedule, ship, and laliedgegpoment according to Air Force standards. ddrdractor
will not be held responsible for acts of war, teism, sabotage, or acts of God should this equipieiestroyed
during the performance of this contract.

3.6.2.24 Interface with the local base supply sydier necessary parts when available. The Govenhme
supply channel will be used to support the USAFCEROR locations. The government is responsibleafbr
supply stocks and re-supply. The government willjmle logistics management for use of the stan&aretin-
From-Maintenance (DIFM) concept.

3.6.2.25 Develop and provide all reports (CDRL APSBch as incident, accident and other post action
emergent reports by the due dates specified irrating directives, instructions, and/or as spedfat the task
order level.
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3.6.2.26 Develop staffing and personnel work sclestio support ATCALS maintenance support service
which are dependent on operational site-specifjairements and subject to government approval.

3.6.3 Electronics Maintenance Work Center Operation

Operation of an ATCALS maintenance facility worknter includes oversight of routine preventive aadective
maintenance actions. The contractor shall be dapdlproviding appropriate resources to suppatfthlowing
tasks:

3.6.3.1 Ensure work center functions are performexisafe and orderly manner.

3.6.3.2 Ensure planned and corrective maintenanaedomplished.

3.6.3.3 Provide for the maintenance and securitgstfequipment.

3.6.3.6 Ensure safety precautions, warning sigdseamergency instructions are posted and followeerah
necessary.

3.6.3.5 Provide for the prompt and accurate maartea of records.

3.6.3.6 Assist in the maintenance of GovernmentiBbed Equipment (GFE) landline cables and cross-

connect service on cables.
3.6.3.7 Ensure daily work assignments are cooreihat accordance with published work/watch schedule

3.6.3.8 Initiate Mission Capable Reports (MICAPY aupply support actions in accordance with esthbt
procedures when required.

3.6.3.9 Maintain library of applicable branch direes and standard operating procedures (SOPS).
3.6.3.10 Document routine maintenance of equipmecitjding outage and action taken.
3.6.3.11 Ensure operational continuity between wegams and work centers.

3.6.3.12 Recommend personnel for certification/djaation in accordance with the ATCALS maintenance
training and certification Plan.

3.6.3.13 Assist with flight checks as required.

3.6.3.14 Develop and provide all reports (CDRL Ap&éch as incident, accident and other post action
emergent reports by the due dates specified irraiting directives, instructions, and/or as spexfat the task
order level.

3.6.3.15 Develop staffing and personnel work schesdio support electronic maintenance work cergprices
which are dependent on operational site-specifjairements and subject to government approval.

3.6.4 Electronics RADAR/NAVAIDS Maintenance

The Radar/NAVAIDS work center responsibilities indé preventive and corrective maintenance of all
fixed/mobile radar and navigation aid systems,udrtig radar processing and display systems andiassd
connectivity equipment. The contractor shall bgadde of providing appropriate resources to supierfollowing
tasks:

3.6.4.1 Ensure planned, preventative and correatai@tenance is performed according to applicable
schedules or as necessary.
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3.6.4.2 Provide for the maintenance and securitgstfequipment.

3.6.4.3 Ensure safety precautions, warning sigdseamergency instructions are posted and followeerah
necessary.

3.6.4.4 Provide for the prompt and accurate maartea of records.

3.6.4.5 Assist in the performance of flight cheaksequired.

3.6.4.6 Ensure NAVAIDs/Radars are aligned in acancg with established procedures.

3.6.4.7 Develop and provide all reports (CDRL A086¢h as incident, accident and other post action

emergent reports by the due dates specified irralting directives, instructions, and/or as spedfat the task
order level.

3.6.4.8 Develop staffing and personnel work schesltd support electronic RADAR/NAVAIDS maintenance
services which are dependent on operational siéeHsp requirements and subject to government aggro

3.6.5 Electronics Communication Maintenance

The communications work center function includespomsibilities for preventive and corrective maiatece of all
fixed and portable communications systems, inclgeilectronic and fixed connectivity equipment. Toatractor
shall be capable of providing appropriate resoutaesipport the following tasks:

3.6.5.1 Ensure planned, preventative and correataiatenance is performed according to applicable
schedules or as necessary.

3.6.5.2 Provide for the maintenance and securitgstfequipment.

3.6.5.3 Ensure safety precautions, warning sigdseamergency instructions are posted and followeerah
necessary.

3.6.5.4 Provide for the prompt and accurate maartea of records.

3.6.5.5 Provide for the maintenance of emergendipsa

3.6.5.6 Develop and provide all reports (CDRL A086¢h as incident, accident and other post action

emergent reports by the due dates specified irralting directives, instructions, and/or as spedfat the task
order level.

3.6.5.7 Develop staffing and personnel work schesitd support Electronics Communications servideistw
are dependent on operational site-specific requargsnand subject to government approval.

3.6.6 Power and Heating, Ventilation, and Air Cdioting Mechanic Services
The contractor shall be capable of providing appede resources to support the following tasks:

3.6.6.1 Coordinate and assist with the installatiemoval and operation of electrical power geriegeand
control systems, automatic transfer switches, asdaated equipment.

3.6.6.2 Coordinate performance of preventive magntee inspections, troubleshooting and replacinig an
servicing minor parts for Uninterruptible Power $lyp

3.6.6.3 Interpret ammeters, voltmeters, frequenetens, synchroscopes, automatic temperature asdysee
recorders and engine oil, fuel and coolant gauges.

3.6.6.4 Adjust generator systems to maintain prepttage, current frequency and synchronization.
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3.6.6.5 Synchronize multi-generators.

3.6.6.6. Operate voltage switches, circuit bregkdeostats and other controls on switchgear astdldlition
panels.

3.6.6.7 Maintain inspection and maintenance records

3.6.6.8 Maintain and repair HYAC equipment and esyst supporting the communications systems
3.6.6.9 Perform recurring maintenance and seasweahaul on systems and components

3.6.6.10 Troubleshoot malfunctions and repairingeptace failed components.

3.6.6.11 Evaluating water treatment for coolingasys

3.6.6.12 Ensure EPA, OSHA and/or AFOSH complianitk safety and environmental regulations for fuels,
refrigerants and hazardous materials.

3.6.6.13 Develop and provide all maintenance andcgereports, logs, and files (CDRL A006) by theed
dates specified in controlling directives, instians, and/or as specified at the task order level.

3.6.6.14 Develop staffing and personnel work sclesdio support mechanic services for power and HVAC
which are dependent on operational site-specitjairements and subject to government approval.

3.7 TECHNICAL SUPPORT

3.7.1 Supply Support Services

Supply support services provide for the coordimatiad implementation of aviation C2 and ATCALS ntairance
supply support procedures and processes. Effartgde, but shall not be limited to, performing qgdex and
technical inventory, ordering, receiving and stgraf supplies and repair parts. Additional resialities may
include providing administrative and clerical dstiavolving compilation of fiscal reports, maintewa of required
supply records, generation of various supply resonthintenance of inventory records and suppltiocaards.
The contractor shall be capable of providing appade resources to support the following tasks:

3.7.1.1 Provide current inventory lists (CDRL A007)
3.7.1.2 Ensure stock records/acquisition filesraaéntained in an efficient and effective manner.

3.7.1.3 Ensure Depot Level Repairable (DLR) praogsis properly accomplished and tracked until
completed.

3.7.1.4 Provide shipping and receiving supporhtiude inventory, packing, coordinating, unpacking,
documenting damaged, missing items and submit{ipgogoriate reports.

3.7.15 Provide inventory reporting as required.

3.7.1.6 Ensure requisitions are properly and prongbcessed.

3.7.1.7 Assist in the preparation of Mission Capd®éports (MICAP) as required.
3.7.1.8 Prepare and track requisitions for consugniédms.

3.7.1.9 Ensure all tools and test equipment arpgrtp issued and properly receipted for upon return
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3.7.1.10 Develop staffing and personnel work schestio support supply services which are depenoient
operational site-specific requirements and sulifegbvernment approval.

3.7.1.11 Ensure all tools, test equipment, spars pad components are properly secured in Govarhme
provided spaces. Custodial duties also includentaming an accurate inventory of these items antidying the
appropriate Government Manager when replacemeatequired.

3.7.2 Site Surveys and Studies

The Contractor shall conduct site surveys to daterie optimum location and configuration for an
equipment/system modifications or upgrades. Thati@otor must be capable of gathering all pertinent
environmental, engineering, configuration and degiformation relevant to site conditions, analygthe collected
data, performing necessary calculations to makenieal recommendations, and preparing technicarte@nd
documentation (CDRL A006) for a specific enginegrifiange proposal, modification, or system upgrade.

3.7.3 Equipment and Material Support
As specified on task orders, the contractor stralWide various equipment/material support that esnigom
research, procurement, fabrication, integration, delivery.

3.7.3.1 Equipment/Material Research
The contractor shall research specified equipmettost material within the parameters outline attdsk order.

3.7.3.2 Procurement

The contractor shall procure items listed underGbatractor Acquired Property (CAP) paragraph. Wisigion
selection factors shall include price, availabjlitgliability, and supportability within currentgply system. This
information shall be tracked and available for gomeent review as needed. The contractor shalligecl
support data and cost estimates necessary toyjasfddir and reasonable price per item procurele dontractor
shall have an adequate accounting system to tthitkras and the acquisition status per task oedaet per item.
After receipt, the contractor shall have an adegjpadperty management system to track the iterassfar task
order per item. Unless otherwise noted, all itpnosured by the contractor shall be stored at timgractor’s
facilities and transported by the contractor asaled in each task order. As required, the coturaball be
responsible for generating material reports fortthsic contract summary report and for each awardad
Deliverable documentation shall vary and be spettifin each TO, if applicable.

Contractor shall recommend items that conform tgiegble product validation, identification, anddking
requirements.

a) Product Validation — The contractor shall cgrtifat it purchases supplies from authorized ressll
and/or distributers. Unless otherwise specifibd,dontractor shall warrant that the products ake, in their
original box. The contractor shall obtain all mmurer products submitted in task/delivery oroéers from
authentic manufacturers or through legal distritmutthannels only, in accordance with all applicdées and
policies at the time of purchase. The contradtatl provide the Government with a copy of the Ergr license
agreement, and shall warrant that all manufactwéiware is licensed originally to Government asahiginal
licensee authorized to use the manufacturer softw@his information shall be tracked and availdbte
government review as needed.

b) Information Assurance/Computer Security Requéets — The contractor shall ensure that all
products recommended and/or procured that impéatriation Assurance (I1A) shall be selected fromikhaP
Validated Products List. The products chosen sfembbased on the appropriate Evaluated Assurancs (AL)
for the network involved, and utilized in accordandth latest Defense Information Systems Agends®) policy
at time of order. This information shall be trackedl available for government review as needed.

C) Item Unique Identification (IUID) and Radio Freency Identification (RFID) — In accordance with
SECNAVINST 4440.34, the contractor shall ensuré #itlatems purchased with a unit cost equal texaeeding
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$5,000 (or less if item is serially managed orafgrnment specifies items on individual task/delverders) is
labeled with an item unique identification numbetmique Item Identifier (Ull). Prior to deliveryf the item to
the Government, the contractor shall clearly maudk identify each applicable item based on the riaiferovided in
DoD MIL-STD 130N for those items not already markefispecified in individual task/delivery ordethe
contractor shall provide Radio Frequency Identtfaa (RFID) in accordance with Under Secretary eféhse
Memo Radio Frequency ldentification (RFID), July, 2004. All IUID information shall be recorded asigall be
subject to government review as needed. The adntrahall track IUID items and maintain informatibeing
recorded.

(i) Contractor shall enter all items with Uniquerh Identifier (Ull) in the IUID Registry. Data &ther submitted
via Wide Area Workflow (WAWF) or manually enterethe 1UID website.

(i) Contractor shall be responsible maintainimg apdating information in the IUID Registry. Crattor shall
update custody status when items are designatgovasnment furnished material, returned to govemtrpesition,
change physical location, or has been consumettpgted, scrapped, lost or abandoned during corifr@ct
performance.

3.7.3.3 Product/Item Tracking

In accordance with FAR 52.245-1, the contractotl slhaate and maintain records of all governmenopprty
accountable to the contract, including Governmentithed and Contractor-acquired property. Eamh ibrdered
and delivered shall be included in an item trackiegprt (CDRL A007). At a minimum, the report shedck the
following information: item description, order daserial number, model number, lot number, delitecation, and
the manufacturer warranty period and expiratior diipplicable. This information shall be tradkend available
for government review as needed, and the informadiall have the ability to be sorted and manigualdty any of
the input fields. The government shall own alleddghts to the collected information.

3.74 Warranty Tracking of Serialized Items

As specified in DFARS 252.246-7006 and Contracaéttiinent # — Instructions for Electronic Submissibn
Warranty Tracking and Administration Information 8erialized Items, the contractor shall follow thquirements
for any serialized item manufactured or acquired tome with a warranty:

3.74.1 For government specified warranty terms givernment will complete certain fields on therkaaty
Tracking Information (WTI) form and Warranty SouraeRepair Instructions (WSRI) form and electroflica
forwarded them to contractor. The contractor stadhplete the remaining sections of the WTI and WSkl
forward the forms (CDRL A008) to the ContractindiGdr and COR at time of delivery of the warransedialized
item(s).

3.74.2 For contractor/vendor specified warrantynte the contractor shall complete all data elemémtboth
the WTI and WSRI and shall forward the forms (CDRQ08) electronically to the tech code. The WTIIkha
returned to the Contracting Officer and COR at @sitTO award. The WSRI shall be returned to thatfacting
Officer and COR at contract/TO award or at tim@elivery of the warranted serialized item(s).

3.7.4.3 For receipt and acceptance of items, thiractor shall comply with the following requirentsn

€) If the WTI and WSRI are submitted manually §aBDF file), the contractor shall forward documeats
COR for review. As required, contractor shall fard approved documents to government personnedmeipe
for posting the forms to Electronic Data Access /D

(b) If utilizing the Wide Area WorkFlow (WAWEF), theontractor shall ensure that the required warrdatg
is electronically submitted using the Contract DRéguirements List (CDRL) exhibit line item numiELIN)
functionality for the WAWF Materiel Inspection aiRéceiving Report or WAWF Reparable Receiving Repast
applicable.

3.75 Warranty Manager
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The Contractor shall serve as the warranty managéacking the applicable government acceptantesftaceipt
dates against the serial number of equipment diothiest replaceable unit (LRU) of a system. Asraaty

manager, the contractor shall, unless otherwissetid, submit warranty data on Warranty Trackirfgrimation

(WTI) form and Warranty Source of Repair Instrun8qWSRI) as specified on the Warranty Tracking and
Administration for Serialized Items (CDRL A008).sAlirected in the TO, the contractor shall uploathdo the

Wide Area WorkFlow (WAWF) Materiel Inspection an@¢eiving Report (or WAWF Reparable Receiving Report
if appropriate).

3.75.1 If there is no compatible government datselto maintain and track warranty life spansHer t
Government furnished property and/or Contractouaed property under contract, the contractor shédirnally
track items by task order (if applicable), seriaimbers, and the information shall be updated mgnthidentify the
time left on the original warranty. The contractball provide the government a copy of the wagramfbrmation
in an item tracking report (CDRL A0Q7).

3.75.2 When an item has failed, the contractdrdeitermine if the item is still under warrantyf.the item is
under warranty, the contractor shall obtain a Retar Maintenance Authorization (RMA) number andtimctions
on how to get the product repaired or replaced fileermanufacturer or authorized distributor. Aguieed a
Warranty and Non-Warranty Failure Status RepairdRefCDRL A009) shall be submitted to the COR dn al
warranty and non-warranty actions taken duringptteeeding quarter and collected cumulatively. Reports
shall be submitted within fifteen (15) days of twmpletion of the quarter. Quarters shall be basethe fiscal
year beginning in the month of October.

3.7.6 Help Desk/Customer Support
If specified in the TO, the contractor shall pravitHelp Desk” assistance 24-hours a day and seags a week.

3.76.1 The Contractor shall provide technical rapen, and maintenance support services for Awati
C2/ATC/ATCALS systems installed for SPAWAR Syste@enter Atlantic Office as required per individuask
orders via requirements of the PWS. This supgwal snclude but limited to the following:

€) Telephone support by qualified contract persbon task specific hardware, firmware, software,
ancillary equipment, and associated electricattedaic, and mechanical equipment of subject itedalviation
C2/ATC/ATCALS systems. Calls will originate frome end-user or Special Program IPT PMO.

(b) Evaluation and review of system or equipmeiftifas or modifications and additions due to site
changes in configuration or operation.

(c) The Contractor shall recommend spare partsstiatld be procured and provided as part of thini
integration effort(s).

3.7.6.2 Maintenance support shall include techraaal logistics service for processing equipmentavey
repairs or other site troubleshooting and repajuirements.

3.7.6.3 Services shall be comprised of either pfmal for requirements such as telephone seovice
evaluation and recommendation, technical for resménts such as on site repair, modification, aiesysadditions.
Travel, per diem, and minor equipment and mateeiqlired to complete a task of this type shoulgtowided
under the applicable line item.

3.7.7 On-Site Technical Assist

The Contractor shall provide technical assistarniezty for CASREP resolution, fault analysis, tegt and/or
repair of various SSC Atlantic installed systemd aquipment, as directed by individual task ordersestore the
units to operational status. The Contractor di@lbrepared to commence travel for onsite assistaithin 24
hours of notification. These personnel shall lbécally knowledgeable and capable of analyzirsjesy
problems and implementing corrective actions withditect assistance or support from SSC Atlantispenel if
and when required. Technical assistance may alsidvie collecting additional information for SSClatic, such
as design, operation and equipment conditionsjitrgiand skill levels of site operators, enginegiihange status,
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initial calibration, recalibration, and maintenamreblems. The Contractor shall report findingglgsis results
and corrective action taken associated with tecth@issistance provided, using the Government pealid
database/format/workspace.

3.8 ADMINISTRATIVE SUPPORT

Administrative support services provide for a falhge of administrative functions associated wiflt® and office
automation requirements. Responsibilities inclume,are not limited to: maintenance of subjecttendtles and
records for maintenance; setup and maintenancetiohatem logs; phone logs; scheduling appointreient
coordinating time, participants, and location ofetinggs in accordance with instructions from supsoy
personnel; the full range of administrative andickd duties inherent in supporting the Program Rter, Project
Manager, and others in successfully accomplishasg efforts. The Contractor shall determine watheslules and
personnel assignments in response to Governmerniagapstaffing requirements.

4.0 INFORMATION TECHNOLOGY (IT) SERVICES REQUIREMEN TS
4.1 INFORMATION TECHNOLOGY (IT) GENERAL REQUIREMENS

When applicable, the contractor shall be respoasdal the following:

411 Ensure that no production systems are opeadton any RDT&E network.

41.2 Follow DoDI 8510.01 of 28 Nov 20@&hen deploying, integrating, and implementing Ipaailities.
4.1.3 Migrate all Navy Ashore production systemth®NMCI environment where available.

41.4 Work with government personnel to ensure dimmpe with all current Navy IT & 1A policies,

including those pertaining to Cyber Asset Reductind Security (CARS).

4.1.5 Follow SECNAVINST 5239.3B of 17 June 2009 &M 8510.01 of 28 Nov 200grior to integration
and implementation of IT solutions or systems.

4.2 ACQUISITION OF COMMERCIAL SOFTWARE PRODUCTS, HRDWARE, AND RELATED
SERVICES

Contractors recommending or purchasing commerofélvare products, hardware, and related servical shsure
they recommend or procure items from approved ssuas directed in the latest DoN and DoD policies.
Contractors that are authorized to use Governmgogilg sources per FAR 51.101, shall as directddaN
Memorandum — Manadatory use of DoN Enterprise LsgenAgreement (ELA) dtd 22 Feb 12 verify if theoguct
is attainable through DoN ELAs and if so, procirattitem in accordance with appropriate ELA procedu If an
item is not attainable through the DoN ELA prograamtractors shall then utilize DoD Enterprise $afte
Initiative (ESI) program (see DFARS 208.74) andegyovnent-wide SmartBuy program (see DoD memo dtbe2
05). Any item purchased outside these programé reftlire approved waivers as directed in the igpple
program. Software requirements will be specifietha task order level.

4.3 SECTION 508 COMPLIANCE

The contractor shall ensure that all software revended, procured and/or developed is compliant 8&tttion
508 of the Rehabilitation Act of 1973, 26 CFR Pr®4 and as directed in SPAWARINST 5721.1B of 1% No
2009. In accordance with FAR 39.204, this requartidoes not apply to contractor acquired softwheis
incidental to the task, software procured/develdpeslipport a program or system designated asiarfghSecurity
System (NSS) or if the product is located in spdi@xguented only by service personnel for mainterarepair or
occasional monitoring of equipment.
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4.4, SOFTWARE DEVELOPMENT/MODERNIZATION AND HOSTING

All programs utilizing this contract for softwarextlopment/ modernization (DEV/MOD), including the
development of IT tools to automate SSC Atlantisibess processes, shall be compliant with DON métion
Management/Information Technology (DON IM/IT) Inte®nt Review Process Guidance requirements.
Contractors shall neither host nor develop IT téolautomate SSC Atlantic business processes uspesifically
tasked within the task order or contract. IT tatdveloped to automate SSC Atlantic business pseseshall be
delivered with full documentation (CDRL A010) armusce code (CDRL A011) to allow non-proprietary igi@n
and maintenance by any source. All programs shdlinit proof of completed DEV/MOD certification appal
from the appropriate authority in accordance witbNDpolicy prior to TO/DO award. (DITPR-DON Updat®yote
must be listed on Investment Review Board (IRB)raped list.

5.0 CONTRACT ADMINISTRATION

Contract Administration is required for all contisdt provides the government a means for contreatagement
and monitoring. Regardless of the level of suppbe ultimate objective of the contractor is eimayithe
government’s requirements are met, delivered ordudle, and performed within budget.

51 CONTRACT LIAISON

The contractor shall assign a technical single tpaficontact, also known as the Program Manager) (Rhb shall
work closely with the government Contracting Offieed Contracting Officer’'s Representative (COR), a
applicable. Note: For Indefinite Delivery/Indet@iQuantity (IDIQ) contracts, CORs will be assigédhe task
order level. The contractor PM, located in thetraetor’s facility, shall ultimately be responsilite ensuring that
the contractor’s performance meets all governmentracting requirements within cost and sched&li! shall
have the requisite authority for full control oxarcompany resources necessary for contract pedoce. The PM
shall have authority to approve task order propposeémergent situations. Responsibilities sHat anclude, but
not be limited to, the following: personnel managet management of government material and asswds;
personnel and facility security. In support of og@mmunication, the contractor shall initiate,assl otherwise
directed at the task order level, periodic meetinigk the COR.

5.2 CONTRACT MONITORING AND MAINTENANCE

The contractor shall have processes establishedlar to provide all necessary resources and dociatien during
various times throughout the day in order to ftaiii a timely task order (TO) award or modificatidfrior to task
order award, the contractor shall be responsibl@rfoviding any required support documentation timeely
manner so as to not disrupt the TO award procéssaddress urgent requirements, the contractor Isivad
processes established during business and nonelsssiours/days in order to provide all necessacymentation
and resources to facilitate a timely TO award odifiwation. NOTE: Directly billing to a TO prioto TO award is
prohibited.

5.2.1 Contract Administration Documentation
Various types of contract administration documemésrequired throughout the life of the contra&t.a minimum,
the contractor shall provide the following docunaion, unless otherwise specified:

5.2.1.1 Contract Status Report (CSR)

Contract Status Reports (CDRL A012) shall be dgyadoand submitted monthly at least 30 days aftetract
award on the 10of each month. The prime shall be responsibledtiecting, integrating, and reporting all
subcontractor reports. The contract status regiait be provided to the Contracting Officer andentgovernment
personnel as directed; see DD1423 for reportingildet

5.2.1.2 Task Order Status Report (TOSR)
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Task Order Status Reports (CDRL A013) shall be idbpesl and submitted monthly, weekly, and/or asireguas
cited in the requirements of each task order. drirae shall be responsible for collecting, integrgt and reporting
all subcontractor reports. The TOSR include thiefdng types of reports:

(a) Monthly TOSR — A monthly TO status report sllprovided to the COR and government Project
Engineer, as applicable. Commencing one full maifittr the TO award date, TO status reports sleadiutomitted
no later than the fDof each month. The prime shall be responsibleddecting, integrating, and reporting all
subcontractor reports. The task order status tepatl be provided to the COR; see DD1423 for thoikl
reporting details.

(b) Weekly TOSR — As required, a Weekly TO Statepétt shall be emailed to the COR no later thaseclo
of business (COB) every Friday. The first rephalsbe required on the first Friday following tfiest full week
after the TO award date. The initial report sivadlude a projected Plan Of Action and Milestorle®A&M). In
lieu of a formal weekly report, larger, more compleOs shall require an updated Earned Value Managem
report. The weekly status report shall, as a mimminclude the following items and data:

1. Percentage of work completed

2. Percentage of funds expended per ship/sub/slhonenand and system

3. Updates to the POA&M and narratives to explain @ariances

4, If applicable, notification when obligated cokts/e exceeded 75% of the amount authorized

(c) Data Calls — As required, a data call repoatldie emailed to the TO Originator and the CORhimitsix
working hours of the request. All information pided shall be the most current. Cost and fundaig ghall
reflect real-time balances. Report shall accoongafl planned, obligated, and expended chargehauads. The
report shall include, as a minimum, the followitgms and data:

1. Percentage of work completed (by contract agkl dader level)
2 Percentage of funds expended (by contract ahdotaer level)
3. Updates to the POA&M and narratives to explain @ariances
4 List of personnel (by location, security clearnquantity)

5.2.1.3 Task Order Closeout Report

Every Task Order (TO) shall require a closeout re@DRL A014), which is due no later than 30 dajfter the
TO completion date. Prime shall be responsible@diecting, integrating, and reporting all subganting
information. The TO closeout report shall be pded to the Contracting Officer and COR; see DD1#423
reporting details.

5.2.1.4 Contractor Manpower Quarterly Status Reffp8R)

In compliance with Sections 235 and 2330a of Tlife U.S.C., the following reporting is required tamtracts
acquiring services:

€) A Contractor Manpower Quarterly Status Report (CD®I15) shall be provided to the government four
times throughout the calendar year. Requiredlf@ctive service contracts, beginning at the twheontract
award, the Manpower report shall itemize specifiotcact and/or TO administrative data as specifigtie
applicable DD 1423 form. Ultilizing a format proeid by the government, the contractor shall collegtired data
throughout the specified performance period antl shbmit one cumulative report on the applicahlarerly due
date. The following table lists the pre-set submhidue dates and the corresponding performandedser

# | QUARTERLY DUE DATE PERFORMANCE PERIOD
1 | 15 January 1 October — 31 December
2 | 15 April 1 January — 31 March

3 | 15 July 1 April — 30 June

4 | 15 Oct 1 July — 30 September

(b) Enterprise-wide Contractor Manpower Reportingphcation
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The contractor shall report all contractor laboufsa(including subcontractor labor hours) requii@dperformance
of services via a secure data collection websHEaterprise-wide Contractor Manpower Reporting Aqgttiion
(eCMRA). The contractor is required to completidlyin all required data fields using the followgnveb address:
http://www.ecmra.mil/

Reporting inputs shall be for the labor executedngduthe period of performance during each Govemtrfiscal
year (FY) which runs from October 1 through Septen8D. While inputs may be reported any time duthe FY,
all data shall be reported no later than Octobesf3ach calendar year, beginning with 2013. Guamérs may
direct questions to the help deskb://www.ecrma.mil/

5.2.15 WAWEF Invoicing Notification and Support Disnentation

In accordance with contract clause 252.232-70032&2232-7006, the contractor shall submit paymequests
and receiving reports using Wide Area Work Flow (WB) which is a secure government Web-based system f
electronic invoicing, receipt, and acceptance. ddwractor shall provide e-mail notification t@t@OR when
payment requests are submitted to the WAWF. Aseasigd by the COR, the contractor shall providefecepy
(CDRL A016) of the invoice and any supporting doemtation in order to assist the COR in validating invoiced
amount against the products/services provided duha billing cycle. As applicable, the contracsball forward
copies of invoices to the COR immediately afterrsittal of WAWF payment request. For supplemental
supporting documentation, the contractor shall fodito the COR within 24 hours from initial timerefquest.

5.2.1.6 Labor Rate Limitation Notification
Contractors shall monitor the following labor rassspart of the monthly contract/TO status reports:

(a) Average actual labor rates per labor categbayged on contract/task order — If the averagg fulkden
rate of any labor category exceeds $250K/yr, andahor category’s rate was not disclosed pridhéobasic
contract (or TO) award, the contractor shall sestice and rationale (CDRL A017) for the labor riatéhe COR
who will then send natification to the Contracti®gdering Officer.

(b) Average actual labor rates (total actual fbilydened labor costs “divided by” total number ofits
performed) compared to average negotiated labes (#tal negotiated fully burdened labor costsittiid by” total
number of hours negotiated) — If the average adtuadened labor rates exceeds the average propegetiated
rate by 15%, the contractor shall send notice atidirale (CDRL A017) for the labor rate to the C@Ro will then
send notification to the Contracting/Ordering Géfic Contractors shall additionally notify the govaent if
variances exceed 20% for more than three consecoitdnths. Contractors shall annotate the varipeoeentage
of monthly average actual labor rates versus agemagotiated labor rates in the monthly contractst@us
reports.

How well a contractor monitors labor rates shallfmuded in the contract/task order Quality Assee
Surveillance Plan (QASP).

5.2.1.7 ODC Limitation Natification

Contractors shall monitor Other Direct Costs (OD&spart of the monthly contract/TO status repo@f8Cs are
intended to include travel and material costs meglin performance of the contract/task ordeithéfcumulative
total cost of ODCs exceed the estimated total ab&DCs (cumulative per contract or task order)LB%o, the
contractor shall send notice and rationale (CDRILACor exceeding cost to the COR who will thendsarsigned
memorandum to the Contracting Officer documentirggreasons justifying the increase of ODC. How wel
contractor monitors ODCs shall be included in thetract/task order Quality Assurance Surveillaniee PQASP).

5.2.1.8 Contractor Census Report

In accordance with Clause 952.225-0005, work peréat in Iraq or Afghanistan requires a monthly r¢ fGDRL
A018) that the contractor shall submit to the Cacting Officer. See noted clause for specific répg
requirements.

5.3 EARNED VALUE MANAGEMENT (EVM)
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Earned Value Management (EVM) implementation wéldetermined at the task order level since thiQIDI
contract is utilized by multiple users and multiplegrams. Requiring EVM is not based on the cuamne
contract or task order amounts but on the singdgnam effort over the life of the contract. In aatance with
DFARS 252.234-7001 and 252.234-7002, EVMS requiregsshall be determined by the dollar value ofsingle
program effort. For program dollar values lessithad0M, EVM is not required. In lieu of EVM, themtractor
shall develop and maintain, as required, a Confantls Status Report (CDRL A019) to help track cost
expenditures against performance. For progranadedlues equal to or exceeding $20M, the contradtall have
an EVM system (EVMS) that complies with ANSI/EIA-GA. For program dollar values equal to or excegdin
$50M, a contractor's EVMS shall be formally valethand accepted by the Cognizant Federal Agency)GFe.,
DCMA). Work requiring EVMS shall have an EVMS cépaof the following:

5.3.1 Relate resource planning to schedules amaitzad performance requirements
5.3.2 Integrate technical performance, cost, sdeednd risk management

5.3.3  Provide the integrated management informatigian the timely performance of work, budgebreses,
account for costs, and measure actual performagaest plans and by the Work Breakdown Structur8gjvand
Contract Work Breakdown Structure (CWBS) elememtadcordance with MIL-STD-881. The contractor khel
able to sort, report, and account for tasking aqmbrditures by the WBS elements assigned in theaater (i.e.,
CWBS). The EVMS shall have the capability to peedsolate, and identify variances and the factassing the
variances.

5.3.3.1 The contractor shall develop and maintaiardgract WBS (CWBS) and CWBS dictionary (CDRL AD20
in accordance with DID DI-MGMT-81334B and the tagkiassigned to support the program WBS as spedcified
the TO level. Approved by the government, the CW#RSII be written to the lowest level needed faeqdite
management and control of the contractual effdtte CWS shall include all the elements for the potsl
(hardware, software, data, or services) whichlaaé¢sponsibility of the contractor. The CWBS kteflect all
work to be accomplished and facilitate managentaty collection, and reporting. The contractotl tesep the
CWBS dictionary current at all times and providelates to the government as specified. In accoedatt DID
DI-MGMT-81334A, changes to the CWBS or associatefihitions at any reporting kevel, require Govermine
approval.

5.3.3.2 The contractor shall provide a monthly ¢gné¢ed Program Management Report (IPMR) (CDRL A021)
which combines the Contract Performance Report (ORI the Integrated Master Schedule (IMS) intsirsgle
report. Specific requirements are noted in CDRL Bddm 1423 and DID DI-MGMT-81861 where Formats &r&
required.

5.3.4  For program dollar values equal to or exaep820M, Schedule Risk Assessment is optional. For
program dollar values equal to or exceeding $508heHule Risk Assessment is required.

5.3.5  The contractor shall engage jointly with @@vernment's program manager in Integrated Baseline
Reviews (IBRs) to evaluate the risks inherent en¢bntract's planned performance measurement basdiiitially,
this shall occur as soon as feasible but not thtar six months after contract award, and subséiguésilowing all
major changes to the baseline. Each IBR shouldyhat the contractor is using a reliable perfarmoe
measurement baseline, which includes the entirgacrscope of work, is consistent with contrattesiule
requirements, and has adequate resources assigaet.IBR should also record any indications tlffaicéve
Earned Value Management (EVM) is not being us&Rsl should also be conducted on subcontracts teat on
exceed the EVM threshold. The prime contractoll $ad the subcontractor IBRs, with active papation by the
Government.

6.0 QUALITY ASSURANCE
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6.1 QUALITY ASSURANCE SYSTEM

Upon contract award, the prime contractor shalehawd maintain a quality assurance process thasroeetract
requirements and program objectives while enswiugiomer satisfaction and defect-free productsgs®c The
quality system shall be documented and containgqaiares, planning, and all other documentation atd d
necessary to provide an efficient and effectivdiguaystem based on a contractor’s internal andigystem.
Thirty (30) days after contract award, the Contsashall provide to the government a copy of tigiality
Assurance (QA) plan (CDRL A022). The quality systehall be made available to the government foereat
both a program and worksite services level durirgletermined visits. Existing quality documentst timeet the
requirements of this contract may continue to lexlusThe Contractor shall also require all sub@mtars to
possess a quality assurance and control programmeosurate with the services and supplies to begedwas
determined by the prime’s internal audit systerhe Government reserves the right to disapprovedh&actor’s
and/or subcontractor’s quality system or portidreséof when the quality system(s) fails to meetremual
requirements at either the program or worksiteisesvievel. The Government reserves the rightttigpate in
the process improvement elements of the contractprality assurance plan as needed. At minimuen, th
contractor’s quality system shall meet the follogvkeey criteria:

» Establish capable processes

e Monitor and control critical product and processations

» Establish mechanisms for feedback of field proghgcformance

« Implement and effective root-cause analysis antective action system

« Establish procedures for continuous process impneve:

6.2 QUALITY MANAGEMENT PROCESS COMPLIANCE

The contractor shall have processes in place Hadt @incide with the government’s quality managain
processes. As required, the contractor shall estibdustry practices including, when applical$€)/IEC 15288
for System life cycle processes and ISO/IEC 12205bftware life cycle processes. The contradtail provide
technical program and project management suppatiihl mitigate the risks to successful prograne@xtion
including employment of Lean Six Sigma methodolegiecompliance with SSC Atlantic requirements wiitth
the SSC Engineering Process Office (EPO) Capalilajurity Model Integration (CMMI) program. As paf a
team, the contractor shall support projects at 88&htic that are currently, or in the processhafing assessed
under the SSC EPO CMMI program. The contractoll Blearequired to utilize the processes and prosiu
already established for the project and the SSC EN®II program and deliver products that are compyiliaith
the aforementioned processes and procedures. ugjthbaving a formal CMMI appraisal is desiredsihbt
required.

6.3 QUALITY CONTROL

Unless otherwise directed, the Contractor is resipta for all quality control inspections necessarthe
performance of the various tasks as assigned amdified by the respective WBS, POA&M or procedugablity
system document. The Government reserves thetagigrform any inspections deemed necessary toeatsat
the Contractor provided services, documents, artdnmameet the prescribed requirements and tatrejey or all
services, documents, and material in a categorynwbeaconformance is established.

6.4 QUALITY MANAGEMENT DOCUMENTATION

In support of the contract’s Quality Assurance ®illance Plan (QASP) and Contractor Performancegssent
Reporting System (CPARS), the contractor shall ig®the following documents: Cost and Scheduleidne
Plan (CDRL A023) submitted 10 days after Task Oaleard, and Contractor CPARS Draft Approval Docutmen
(CDAD) Report (CDRL A024) submitted monthly.

7.0 DOCUMENTATION AND DELIVERABLES

7.1 CONTRACT DATA REQUIREMENT LISTINGS (CDRLSs)
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The following CDRL listing identifies the data iteseliverables required under this contract andafh@icable
section of the PWS for which they are requiredcti®a J includes the DD Form 1423s that itemizehg@ontract
Data Requirements List (CDRL) required under th&ebzontract. The contractor shall establish atipel@and
cost-effective system for developing and trackimg tequired CDRLs generated under each task.

CDRL # Description PWS
Reference Paragraph

A001 Report, Program Management -General 3.2.2

A002 Report, ATC Ops -General 3.3.1.14, 3.3.1.15,1316,
3.3.2.8,3.3.3.1, 3.3.34,
3.3.3.6, 3.3.3.11, 3.3.4.5,
3.3.5.8.3.3.6.1

A003 Report, Training -General 3.3.7.1, 3.3.7.8,R6,
3.3.7.9

A004 Report, AM Ops -General 34.1.1,3.4.1.4,3.4.1.7,
3.4.1.9,3.4.1.15,3.4.1.17,
3.4.1.25,3.4.1.38, 3.4.1.43,
3.4.2.14,3.4.4.3

A005 (Deleted)

A006 Report/Drawings, Technical/Analysis -General .6.8.6, 3.6.1.7, 3.6.1.8,
3.6.1.16, 3.6.1.17, 3.6.2.25,
3.6.3.14,3.6.4.7, 3.6.5.6,
3.6.6.13,3.7.2

A007 Item Tracking Report 3.7.1.1,3.7.3.3,3.75.1

A008 Warranty Tracking and Administration for Séred ltems 3.74.1,3.7.4.2,3.7.5

A009 Failure Status Repair Report 3.7.5.2

A010 Software Documentation/Programmer’s Guide 4.4

A011 Source Code 4.4

A012 Contract Status Report 5.2.1.1,8.1.2

A013 Task Order Status Report 5.2.1.2,11.24

A014 Task Order Closeout Report 5.2.1.3,11.5

A015 Contractor Manpower Quarterly Status Report 2.154

A016 Invoice Support Documentation 5.2.1.5

A017 Limitation Notification & Rationale 5.2.1.6,51.7

A018 Contractor’'s Census Report 5.2.1.8

A019 Contract Funds Status Report (CFSR) 5.3

A020 Contract Work Breakdown Structure (CWBS) 5.3.3.1

A021 Integrated Program Management Report (IPMR) 5.3.3.2

A022 Quality Assurance Plan 6.1

A023 Cost and Schedule Milestone Plan 6.4

A024 Contractor CPARS Draft Approval Document (CDAD 6.4

Report
A025 OCONUS Deployment Reports 14.4
7.2 ELECTRONIC FORMAT

At a minimum, the deliverables shall be providegtbnically by email; hard copies are only reqgiiferequested
by the government. To ensure information complitiibthe contractor shall guarantee all deliveest(i.e.,
CDRLS), data, correspondence, and etc., are prdvrda format approved by the receiving government
representative. All data shall be provided in ditadble format compatible with SSC Atlantic corperatandard
software configuration as specified below. Cortrashall conform to SSC Atlantic corporate staddawithin 30
days of contract award unless otherwise specifidte initial or future upgrades costs of the listasnputer
programs are not chargeable as a direct cost togbeernment
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Deliverable Software to be used
a. Word Processing Microsoft Word
b. Technical Publishing PageMaker/Interleaf/[SGML/
MSPublisher
C. Spreadsheet/Graphics Microsoft Excel
d. Presentations Microsoft PowerPoint
e. 2-D Drawings/ Graphics/Schematics | Vector (CGM/SVG)
(new data products)
f. 2-D Drawings/ Graphics/Schematics | Raster (CALS Type |,
(existing data products) TIFF/BMP, JPEG, PNG)
g. Scheduling Microsoft Project
7.3 INFORMATION SYSTEM
7.3.1 Electronic Communication

The contractor shall have broadband Internet cdiviigcand an industry standard email system fanominication
with the government. The contractor shall be cipabPublic Key Infrastructure client side autheation to DOD
private web servers. Unless otherwise specifibédtes personnel on contract shall be accessiblerbgil through
individual accounts during all working hours.

7.3.2 Information Security

The contractor shall provide adequate securityafounclassified DoD information passing througm#iooD
information system including all subcontractor imfmtion systems utilized on contract. UnclassifiexD
information shall only be disseminated within tleepge of assigned duties and with a clear expeatshiat
confidentiality will be preserved. Examples of Bueformation include the following: non-publicformation
provided to the contractor, information developedn the course of the contract, and privilegenti@ct
information (e.g., program schedules, contractteeldracking).

7.3.2.1 Safeguards
The contractor shall protect government informatiod shall provide compliance documentation vailidgthey
are meeting this requirement. The contractor dinatifzed subcontractors shall abide by the faling safeguards:

(a) Do not process DoD information on public conepsit(e.g those available for use by the general public in
kiosks or hotel business centers) or computersdiaiot have access control.

(b) Protect information by at least one physicatlectronic barrier (e.glocked container or room, login and
password) when not under direct individual control.

(c) Sanitize media (e.goverwrite) before external release or disposal.

(d) Encrypt all information that has been identifees controlled unclassified information (CUI) whiers
stored on mobile computing devices such as lapodspersonal digital assistants, or removable géonaedia such
as portable hard drives and digital optical disisihg DoD Authorized Data-at-Rest encryption tedbgy. NOTE:
Thumb drives are not authorized for DOD work, sgereor transfer. Use GSA Awarded DAR solutions AGS
10359) complying with ASD-NII/DOD-CIO Memoranduntficryption of Sensitive Unclassified Data-at-Rest o
Mobile Computing Devices and Removable Storagenlut®ns shall meet FIPS 140-2 compliance requirgme

(e) Limit information transfer to subcontractorsteaming partners with a need to know and a comeritrto
at least the same level of protection.

)] Transmit e-mail, text messages, and similar mamications using technology and processes thatgeo
the best level of privacy available, given faddgj conditions, and environment. Examples of renended
technologies or processes include closed netwaittaal private networks, public key-enabled entigp, and
Transport Layer Security (TLS). Encrypt organiaatl wireless connections and use encrypted wiseles
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connection where available when traveling. If gpted wireless is not available, encrypt applicafiées (e.qg,
spreadsheet and word processing files), usingaat Bgpplication-provided password protection lereryption.

(9) Transmit voice and fax transmissions only wtteare is a reasonable assurance that accesstiditui
authorized recipients.

(h) Do not post DoD information to Web site padest fare publicly available or have access limitely by
domain or Internet protocol restriction. Such mnfiation may be posted to Web site pages that damtoess by
user identification or password, user certificateéspther technical means and provide protectianuge of TLS or
other equivalent technologies. Access control bmprovided by the intranet (vice the Web sitdfitsethe
application it hosts).

0] Provide protection against computer networkusitons and data exfiltration, minimally includitite
following:

1. Current and regularly updated malware protectEmices, e.ganti-virus, anti-spyware.

2. Monitoring and control of inbound and outbourdwork traffic as appropriate (e.g., at the externa

boundary, sub-networks, individual hosts) includihgcking unauthorized ingress, egress, and exffittn through
technologies such as firewalls and router polidigsiision prevention or detection services, anstfiased security
services.

3. Prompt application of security-relevant softevpatches, service packs, and hot fixes.

)] As applicable, comply with other current Fedenad DoD information protection and reporting
requirements for specified categories of informa(e.g, medical, critical program information (CPI), penslly
identifiable information, export controlled).

(K) Report loss or unauthorized disclosure of infation in accordance with contract or agreement
requirements and mechanisms.

7.3.2.2 Compliance
The contractor shall include in their quality preses procedures that are compliant with informageurity
requirements.

8.0 SECURITY
8.1 ORGANIZATION
8.1.1 Classification

As specified in clause 5252.204-9200, classifiedkvatall be performed under this contract. Thereator shall
have at the time of Contract award and prior toroemcement of classified work, a SECRIaEIlity clearance (FCL).
Clearance is required to access and handle ckassifid personal personnel material, attend prograetings,
and/or work within restricted areas unescorted.

8.1.2 Security Officer
The contractor shall appoint a Security Officestipport those contractor personnel requiring adoegevernment

facility/installation and/or access to informatimehnology systems under this contract. The SigcOifficer shall
be responsible for tracking the security requiret:iéor all personnel (subcontractors included)zdd on contract.
Responsibilities include entering and updatingp@esonnel security related and mandatory trainifgrmation
within the Staffing Plan document, which is partafachment 1 of CSR (CDRL A012) — applicable StaffPlan
sheets include: Security Personnel Tracking sii®s€ SPAWAR Badge Tracking sheet, Mandatory Trajnin
Sheet, and IAWF Personnel sheet.
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8.2 PERSONNEL

The contractor shall conform to the security primris of DoD 5220.22M — National Industrial Secufsogram
Operating Manual (NISPOM), SECNAVINST 5510.30, D8b670.01M/DoD-8140, and the Privacy Act of 1974.
Prior to any labor hours being charged on contthetContractor shall ensure their personnel pesaed can
maintain security clearances at the appropriatel(g\), and are certified/credentialed for theotnfation

Assurance Workforce (IAWF)/Cyber Security Workfo(€&SWF), as applicable. At a minimum, the contact

shall validate that the background information paed by their employees charged under this contsamrrect,

and the employee shall hold a minimum of a trustisodetermination.Cost to meet these security requirements is
not directly chargeable to task order.

NOTE: If a final determination is made that aniudlual does not meet the minimum standard for sitlm of
Trust (SF 85P) (National Agency Check with Inquifd#\Cl) or Moderate Risk Background InvestigatidvRgl)),
then the individual shall be permanently removednfiISSC Atlantic facilities, projects, and/or pragg If an
individual who has been submitted for a securigachnce is "denied" for a clearance or receive'sna@rim
Declination" that individual shall be removed fr@8C Atlantic facilities, projects, and/or progranmsil such time
as the investigation is fully adjudicated or thdiudual is resubmitted and is approved. All castor and
subcontractor personnel removed from facilitiesjgxts, and/or programs shall cease charging latars directly
or indirectly on task and contract.

8.2.1 Personnel Clearance

All personnel associated with this contract shaigess a SECRElearance. At the Government'’s request, on a
case-by case basis, Top Secret (TS) clearancesaisist of a Single Scope Background Investigai&®Bl) shall
be eligible for access to Sensitive Compartmentéafination (SCI). These programs/tasks include asnimum,
contractor personnel having the appropriate clessnequired for access to classified data asnesjuiPrior to
starting work on the task, contractor personnell $laave the required clearance granted by the Beféndustrial
Security Clearance Office (DISCO) and shall comith IT access authorization requirements. In tolalj
contractor personnel shall possess the appropiidéxel of access for the respective task andtprsassignment
as required by DoDD 8500.1, Information Assurarmg BoDI 8500.2, Information Assurance (I1A)
Implementation. Any future revision to the respectirective and instruction shall be appliedhe TO level as
required. Contractor personnel shall handle afehsard any unclassified but sensitive and classifnformation
in accordance with appropriate Department of Defesgesurity regulations. Any security violation bha reported
immediately to the respective Government Projechger.

8.2.2 Access Control of Contractor Personnel

8.2.2.1 Physical Access to Government Facilitie lastallations

Contractor personnel shall physically access gawent facilities and installations for purposesité# sisitation,
supervisory and quality evaluation, work performéthin government spaces (either temporary or paeng, or
meeting attendance. Individuals supporting thé®ete shall comply with the latest security regidas applicable
to the government facility/installation.

€) The majority of government facilities requirentractor personnel to have an approved visit retue file
at the facility/installation security office pritw access. The Contractor shall initiate and sulamequest for visit
authorization to the COR in accordance with DoD N&rb220.22M (NISPOM) not later than one (1) wegkipto
visit — timeframes may vary at each facility/inktibn. For admission to SSC Atlantic facilitiestallations, a visit
request shall be forwarded via Space and NavalA&aBystems Center Atlantic, P.O. Box 190022, North
Charleston, SC 29419-9022, Attn: Security Offiae,dertification of need to know by the specifiec@R. For
visitation to all other govt. locations, visit rezgt documentation shall be forwarded directly sodh-site
facility/installation security office (to be idefidd at task order level) via approval by the CORlesignated
government representative.

(b) Depending on the facility/installation regutais, contractor personnel shall present a proper &
identification(s) and vehicle proof of insurancevehicle rental agreement. NOTE: SSC Atlantidlitées located
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on Joint Base Charleston require a Common Access (C#C) each time physical installation acceszired.
Contractor shall contact SSC Atlantic Security &dfdirectly for latest policy.

(c) As required, a temporary or permanent autoreatgical for each contractor personnel may be isstlibd
contractor assumes full responsibility for the aubbile decal and shall be responsible for the neqund/or
destruction of the automobile decal upon termimatibneed or of personnel.

(d) All contractor persons engaged in work while@overnment property shall be subject to inspeation
their vehicles at any time by the Government, dvall seport any known or suspected security violaito the
Security Department at that location

8.2.2.2 Identification and Disclosure Requirements

As required in DFARS 211.106, Contractors shalétalk means necessary to mepresent themselves as
government employees. All Contractor personnel $bisow the identification and disclosure requinent as
specified in clause 5252.237-9602.

8.2.2.3 Government Badge Requirements

As specified in contract clause 5252.204-9202, soomtract personnel shall require a governmengeisgucture
badge. While on government installations/faciitieontractors shall abide by each site’s sechatige
requirements. Various government installationscarginually updating their security requirememtsrteet
Homeland Security Presidential Directive (HSPD-iti2ntification standards. Contractors are resyxasor
obtaining and complying with the latest securitgritfication requirements for their personnel agpuieed.
Contractors shall submit valid paper work (e.de sisit request, request for picture badge, an8F85P for CAC
card) to the applicable government security offizethe contract COR. The contractor’'s appointedusty
Officer, which is required in clause 5252.204-92¢lxll track all personnel holding local governmieatiges at
contract or TO level.

8.2.2.4 Common Access Card (CAC) Requirements

Some government facilities/installations (e.g.nd&ase Charleston) require contractor personnieht@ a
Common Access Card (CAC) for physical access tdatidities or installations. Contractors suppogtivork that
requires access to any DoD IT/network also reqar€AC. Granting of logical and physical accessilpges
remains a local policy and business operation fancif the local facility. The Contractor is respible for
obtaining the latest facility/installation and ITAC requirements from the applicable local Secuiffice. When a
CAC is required to perform work, contractor persalrshall be able to meet all of the following séiyur
requirements prior to work being performed:

(a) In accordance with Directive-Type Memoranduni KD08-003), issuance of a CAC will be based on the
following four criteria:

1. eligibility for a CAC — to be eligible for a CAContractor personnel’s access requirement shedt one
of the following three criteria: (@) individualqeires access to multiple DoD facilities or acdessultiple non-
DoD Federal facilities on behalf of the governmemta recurring bases for a period of 6 months aem)
individual requires both access to a DoD facilitglaaccess to DoD network on site or remotely, pimdividual
requires remote access to DoD networks that usetbelCAC logon for user identification.

2. verification of DoD affiliation from an authogitive data source — CAC eligible personnel must be
registered in the Defense Enrollment Eligibilitypg®eting Systems (DEERS) through either an authioréa
personnel data feed from the appropriate Servidegency or Contractor Verification System (CVS).

3. completion of background vetting requirementading to FIPS PUB 201-1 and DoD Regulation 5200.2
R — at a minimum, the completion of Federal Burefinvestigation (FBI) fingerprint check with fa\asle results
and submission of a National Agency Check with Iriga (NACI) to the Office of Personnel ManagemgpPM),

or a DoD-determined equivalent investigation. NOTEersonnel requiring a CAC under SSC Atlantidlstumtact
the SSC Atlantic Security Office to obtain the &teequirements and procedures.
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4. verification of a claimed identity — all persehmvill present two forms of identification in itsiginal form
to verify a claimed identity. The identity sourdecuments must come from the list of acceptablechents
included in Form 1-9, OMB No. 115-0136, Employmé&tigibility Verification. Consistent with applicddlaw, at
least one document from the Form 1-9 list shalabalid (unexpired) State or Federal Governmenteidpicture
identification (ID). The identity documents wilebinspected for authenticity, scanned, and stord¢ldde DEERS.

(b) When a contractor requires logical accessgovernment IT system or resource (directly or iadily), the
required CAC shall have a Public Key Infrastruct{P&l). A hardware solution and software (e.g.tfiveGold) is
required to securely read the card via a persamapater. Prior to receipt of a CAC with PKI, cattor personnel
shall complete the mandatory IA Awareness traiging submit a signed System Authorization AccessuBstq
Navy (SAAR-N) form to the contract’s specified CORote: In order for personnel to maintain a CAthwKI,
each contractor employee shall complete annualdiding. The following guidance for training aratth

submittal is provided; however, contractors shedllslatest guidance from their appointed compary s

Officer and the SSC Atlantic Information Assurahtanagement (IAM) office:

1. For annual DoD IA Awareness training, contragtsall use this sitéttps:/twms.nmci.navy.mil/ For
those contractors requiring initial training andrai have a CAC, contact the SSC Atlantic IAM dffiat phone
number (843)218-6152 or email questionsgo0lant_iam_office.fcm@navy.nfdr additional instructions.
Training can be taken at the 1AM office or onlirtéhtip://iase.disa.mil/index2.html

2. For SAAR-N form, the contract shall use OPNA\BS214 (Rev 9/2011). Contractors can obtain a form
from the SSC Atlantic IAM office at or from the wate: https://navalforms.documentservices.dla.midigitally
signed forms shall be routed to the 1AM office eigcrypted email tgsclant_it_secmtg@navy.mil

8.2.25 Accessing Navy Enterprise Resources PlgriRP) System
Contractor personnel shall not access the Navyrfige Resource Planning (Navy ERP) system.

8.2.2.6 Personnel Check-in and Check-out Procedures

All SSC Atlantic contractor personnel requiringpmssessing a government badge and/or CAC fortfaaitid/or IT
access shall be in compliance with the most cunerision of Check-in and Check-out ProceduresCiontractors
applicable to the facility cited in SPAWARSYSCENCBHNINST 12900.1A. At contract award throughout
contract completion, the contractor shall provideassary employee information and documentatioerfgrloyees
hired, transferred, and/or terminated in suppothiaf contract within the required timeframe asdiin the Check-
in and Check-out instructions. As required, cartteemployees shall complete and route the masecurevision
of the Check-in list (SPAWARSYSCENLANT 12900/6) ©heck-out list (SPAWARSYSCENLANT 12900/7) as
applicable. Contractor’s Security Officer shalkare all contractor employees whose services atenger
required on contract return all applicable governnimcuments/badges to the appropriate government
representative.

8.2.3 Security Training
Regardless of the contract security level requitteel contractor shall be responsible for verifyapglicable

personnel (including subcontractors) receive ajuned training. At a minimum, the contractor'simated
Security Officer shall track the following informai: security clearance information, dates posagsSbommon
Access Cards, issued & expired dates for SSC Atl&@#dge, Information Assurance (lA) training, Ry Act
training, and Information Assurance Workforce (IAYW&yber Security Workforce (CSWF) certificationss.e The
contractor shall educate employees on the procedorehe handling and production of classified enat and
documents, and other security measures as desdnilieel PWS in accordance with DoD 5220.22M.

8.2.4 Disclosure of Information

Contractor employees shall not discuss or discmseinformation provided to them in the performantéheir
duties to parties other than authorized Governraadtcontractor personnel who have a "need to knaway
information or documentation developed by the amtor under direction of the government shall reotbed for
other purposes without the consent of the governi@entracting Officer.

8.3 OPERATIONS SECURITY (OPSEC) REQUIREMENTS
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Security programs are oriented towards protectfaiassified information and material. Operati@ecurity
(OPSEC) is an operations function which involvess photection of any critical information — focusiag
unclassified information that may be susceptibladeersary exploitation. As directed in DoDD 522 and
SPAWARINST 3432.1, SSC Atlantic’s OPSEC programlengents requirements in DoD 5205.02 - OPSEC
Program Manual. Note: OPSEC requirements aracaiye when contract personnel have access tareithe
classified information ounclassified Critical Program Information (CPl)isiive information.

8.3.1 Local and Internal OPSEC Requirement

Contractor personnel, including subcontractorgfflizable, shall adhere to the OPSEC program pediand
practices as cited in the SPAWARINST 3432.1 andtag local site OPSEC procedures. The contrattal
development their own internal OPSEC program spettifthe contract and based on SSC Atlantic OPSEC
requirements. At a minimum, the contractor’s pasgrshall identify the current SSC Atlantic site &S
Officer/Coordinator.

8.3.2 OPSEC Training

Contractor shall track and ensure applicable pemlarceive initial and annual OPSEC awarenessitigi
Training may be provided by the government or areamtor's OPSEC Manager and shall, as a minimuwgrco
OPSEC as it relates to contract work, discuss tite&l Information applicable in the contract/tasider, and
review OPSEC requirements if working at a governnfiecilities. Any training materials developed tiwe
contractor shall be reviewed by the SSC AtlantiSEBE Officer, who will ensure it is consistent wilSC Atlantic
OPSEC policies. OPSEC training requirements apéigble for personnel during their entire termsonting
SPAWAR contracts.

8.3.3 SSC Atlantic OPSEC Program
Contractor shall participate in SSC Atlantic OPS&Ggram briefings and working meetings as requifed
required, contractor shall complete any OPSEC sunvelata call within the timeframe specified.

8.3.4 Classified Contracts
OPSEC requirements identified under a classifiedrast shall have specific OPSEC requirementsdistethe DD
Form 254.

8.4 DATA HANDLING AND USER CONTROLS

8.3.1 Data Handling

At a minimum, the contractor shall handle all d&eeived or generated under this contract as Fici@fUse Only
(FOUO) material. Any classified information recedvor generated shall be handled in accordancetiéth
attached DD Form 254 and in shall be in compliawitke all applicable PWS references and to othetieplple
Government policies and procedures that include INaky/SPAWAR.

8.3.2 Effective Use of Controls

The contractor shall screen all electronic delilsbga or electronically provided information for icédus code
using DoD approved anti-virus software prior toidsly to the Government. The contractor shalizsil
appropriate controls (firewalls, password protegtiencryption, digital certificates, etc) at athés to protect
contract related information processed, storedamsmitted on the contractor’'s and Government’s
computers/servers to ensure confidentiality, intggavailability, authentication and non-repudietti This includes
ensuring that provisions are in place that wilegafard all aspects of information operations peirtgito this
contract in compliance with all applicable PWS refees. Compliance with Para 7.3.2.1, Data-at;Restquired
on all portable electronic devices including sterad all types. Encryption/digital signing of comamications is
required for authentication and non-repudiation.

9.0 GOVERNMENT FACILITIES

As specified in each task order, Government faedi{i.e., office space, computer hardware/softwairéab space)
will be provided to those labor categories that ldatherwise adversely affect the work performaifiteey were
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not available on-site. All Contractor personneftwgupplied government facilities shall be locatetd SAFCENT
AOR. Note: The burdened labor rate for those contractor perssrdesignated as "government site" shall include
overhead costs allocable to government site warksistent with the contractor's established accimgnpractices

10.0 CONTRACTOR FACILITIES

As specified in each task order, contractor facilities (i.e.,ffice space, laboratory space, staging and
storage areas, with or without classified storage) shall be requidgn order to accomplish task

order objectives. Depending on the type of support required at thtask order level, contractor

shall be required to possess or establish facilities at specifocations. Any necessary contractor
facilities requirements will be determined by the governmeinprior to task order award.

11.0 CONTRACT PROPERTY ADMINISTRATION
111 PROPERTY TYPES

Contract property can either be intangible (imtgellectual property and software IAW FAR Part @7}angible
(i.e., government property IAW FAR Part 45). Thmtactor shall have established property managemen
procedures and an appropriate property managemeritqs contact who shall work with the assignedv@mment
Property Administrator (PA) to ensure their propenanagement system is acceptable. This contiidiave the
following property in support of the tasking rearitents in PWS Para 3.0.

11.1.1 Intangible Property — Intellectual/Software

11.1112 Government Furnished Information (GFI)

Intellectual property includes Government Furnishdrmation (GFI) which includes manuals, drawingsd test
data that is provided to contractor for performaota contract. Depending on the document, centdidrmation
(e.g., technical specifications, maps, buildingsigies, schedules, etc.) shall require additionrotsfor access and
distribution. Unless otherwise specified, all @ibtribution and inventory shall be limited to neteeknow and
returned at completion of the contract/task ord8Fl and its estimated delivery date will be idfed at task order
level.

11.1.2 Tangible Property — Government Property (GP)

Government property shall be utilized on contraleiclr includes all property owned or leased by tlow&nment.
Government property consists of Government-furrdgl®perty (GFP) and Contractor-acquired propeZ#i).
Under this contract, the following government pnepshall be applicable:

11.1.2.1. Government-furnished Property (GFP)

As defined in FAR Part 45, Government-furnishedoerty (GFP) is property in the possession of, oeally
acquired by, the Government and subsequently fuediso the contractor for performance of a contr@fP
includes, but is not limited to, spares and prgoptentnished for repairs, maintenance, overhaumodification.
GFP includes the following:

(&) Government-Furnished Equipment (GFE) — Prgp@iant and Equipment (PP&E) including SpecialtTes
Equipment and Special Tool that are provided talpee an end product;

(b) Government-Furnished Material (GFM) — Opemgfiutaterial and Supplies (OM&S) which are consumed o
expended during the performance of a contract;

(c) Real Property — buildings/structures, computerkstations/laptops, etc. utilization of governmacilities

GFP shall be identified at task order level usimglatest approved government forms for Scheduleld (SGFP)
and Requisitioned GFP (RGFP).
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11.1.2.2 Contractor-acquired Property (CAP)

As defined in FAR Part 45, Contractor-acquired eroyp (CAP) is property acquired, fabricated, oreottise
provided by the contractor for performing a contigud to which the Government has title. CAP idekithe
following:

(a) Contractor Acquired Equipment (CAE) — PropelRiant and Equipment (PP&E) which includes equiptme
machine tools, test equipment, etc.

(b) Contractor Acquired Material (CAM) — OperatiMaterial and Supplies (OM&S) which includes mabsi
purchased by the contractor that will be incorpextanto, or attached to a deliverable end itenhat may be
consumed or expended in performing a TO

CAP shall be identified at the task order level.
11.2 TRACKING AND MANAGEMENT

11.2.1 Contractor Property Management System

In accordance with FAR clause 52.245-1 and DFARSs# 252.245-7003, the contractor shall estabfidh a
maintain an acceptable property management sy$i@histsubject to review and approval by the gowennt
contract Property Administrator. The contract@reperty management system shall adhere to thécapjs
prescribed requirements in FAR clause 52.245-1.

11.2.2 Property Transfer between Government andrécs

Contractors shall not take receipt or transferadysbf any government property without possessorgractual
authority; i.e.; item specifically is listed in tihasic contract or task order level. Per DoDI 4@81the government
will utilize electronic transaction when transfagiGFP to the contractor (specified by contract iInemand upon
return of the property to the government. The @mtbr shall use WAWF to receipt property transfieuse
Defense Logistics Management System (DLMS) stankbaidtics transaction set 527R to provide mategegipt
acknowledgement. An applicable contract numbelt bleecited to property track property shipments.

Note: If electronic receipt is not available, ahaimum, the transfer or property shall not occithaut proper
paperwork; e.g., Requisition and Invoice/ShippiracDment (DD1149) or COMSEC Material Report (SF153).

11.2.3 GFP Tagging and Item Unigue IdentificatidilD) Registry

In accordance with DFARS clause 252.245-7001, ectdr shall tag, label, or mark all GFP items natvjpusly
tag, labeled, or marked. In accordance with DFARSSse 252.211-7007, the contractor shall ensyvkcaple
Government Furnished Property (GFP) is identifirethe DoD Item Unique Identification (IUID) Regigtand its
integral GFP Module. After a contractor takes pes®n of GFP, the contractor shall update destghatitem as
GFP in the IUID Registry. If the item cannot berfid in the IUID registry, the contractor shall erttee item.
When GFP is returned to the government at the cstiopl of the contract/task order, the contractaidlskpdate the
IUID registry Custody status. If the GFP item @sumed, destroyed, scrapped, lost, or abandonetwdhe
contract/TO performance, the contractor shall updlad item’s status and annotate that it has bisposkd.

11.2.3.1 IUID Reporting Criteria. Per DFARS 252.271003, the contractor shall ensure GFP acquissdst
that are serialized and/or with a unit cost eqoartexceeding $5,000 are subject to Item Unigeatification
(IUID) Registry Requirements. Contractor shallifyewith government if questionable GFP items wattn
acquisition cost less than $5,000 require an itamgue identification or a DoD recognized uniquenitfécation
equivalent. Exceptions to IUID requirements wil teetermined by the government.

11.2.3.2 Exception to IUID Reporting Criteria. éiged in 245.102, CAP is one of the listed GFP &e¢hat do
not required to be tagged, labeled, or marked d&3; B&wever, if any CAP is returned to the governtyire
contractor shall appropriately tag it and enténtid the IUID registry or other specified governrhagrventory
system.

11.2.4 Government Property Records
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In accordance with FAR 52.245-1, contractors andsatocontractors if applicable shall be respondiinie
establishing and maintaining records of GovernnRenperty in their possession — this includes GFRPGAP. For
GFP only, the contractor shall ensure that itenssgi@ted as Special Tooling (ST) and Special Tgsidnent
(STE) are correctly annotate in the SPAWAR appraBé&dP central Automated Information System (AlSheT
contractor shall work with the COR and designatetract Property Administrator to maintain adequake®
records which shall be forwarded as required to\BRR 4.0 for centralization. As required, the GRél LAP
lists shall be submitted for review as part of Tli@SR (CDRL A013).

11.25 CAP Warranty Tracking

Contractors shall track purchasing of all CAP ingdly within their inventory system. In accordangi¢th DFARS
252.246-7006, contractors shall track warrantyrimition for all CAP items serialized with an UlID the WAWF
as specified in PWS Para 3.7.4. Contractor recarglsubject to Government review at any time.

11.3 TRANSFERRING ACCOUNTABILITY

Government property cannot be transferred betweatracts or task orders unless approval is obtdimed the
Contracting Officer, proper identification/trackirggmaintained, and modifications are issued td ladfected
contracts/task orders. Contractor shall ensurg thee all necessary documentation required fdraaizted transfer
of property from one contract/task order to anathEmransfer documentation shall specify the typmmgity and
acquisition cost of each item being transferredr GAP that is transferred to another contract/tasler, the items
shall be considered GFP when retained by a cootréamt continued use.

11.4 LOST OR DAMAGED ITEMS

Contractor shall promptly report to the COR and t@aeting Officer all lost and/or damaged governnaperty.
The requirements and procedures for reporting@msgernment Property are specified in DFARS clats 245-
7002.

115 INVENTORY DISPOSITION

When disposition instructions for GFP are contaiimetthe accountable contract or on the supportimigpsng
documents (DD Form 1149), the Contractor shallateétand submit an excess inventory listing toRh&curing
Contracting Officer (PCQO), via the designated cacttProperty Administrator.

When disposition instructions are not stipulatethi contract or supporting shipping document (Qibnfr1149),
an excess inventory listing is required that ideegiGFP and, under cost reimbursement contra&®, CThis list
shall be submitted to the PCO, via the designabetract Property Administrator, at which time disjion
instructions will be provided.

When GFP and CAP are specific to a single taskrpednal inventory reporting list shall be inckdiin the TO
Closeout Report (CDRL A014). At the time of then@actor’s regular annual inventory, the Contraetolr
provide the PCO, via the assigned Property Adnratist, a copy of the physical inventory listingll éontractor
personnel shall be responsible for following thenpany’s internal inventory management procedures an
correcting any problems noted by the governmenpgnty administrator.

11.6 PERFORMANCE EVALUATION

Non-compliance with the contract's Government Proyperms and conditions shall negatively affeet th
contractor’s annual Contractor Performance AssessReporting System (CPARS) rating.

12.0 SAFETY ISSUES

12.1 OCCUPATIONAL SAFETY AND HEALTH REQUIREMENTS
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The contractor shall be responsible for ensuriegstifety of all company employees, other workingqenel, and
Government property. The contractor is solely oesjble for compliance with the Occupational Satatg Health
Act (OSHA) (Public Law 91-596) and the resultingpbgable standards, OSHA Standard 29 CFR 1910 (gbne
1915 (shipboard/submarine) and 1926 (shore), antthéoprotection, safety and health of their emptsyand any
subcontractors assigned to the respective taskoutheler this contract. Without government asscathe
contractor shall make certain that all safety rezaents are met, safety equipment is provided safety
procedures are documented as part of their quabilyagement system.

12.1.1 Performance at government facilities

In addition to complying to clause 5252.233-920@@ational Safety and Health Requirements, the r@ctur
shall immediately report any accidents involvinggggmment or contractor personnel injuries or prtyequipment
damage to the contracting officer and COR. Addiity, the Contractor is responsible for securimg $cene and
impounding evidence/wreckage until released byctiracting officer.

12.2 SAFETY EQUIPMENT

All personnel safety equipment required to perfevark under this contract shall be provided by tl€actor and
must be in satisfactory working order. Personfdtgaequipment shall include, but not be limited-ttard-hats,
safety shoes, safety gloves, goggles, hearing giote non-flammable clothing for hot work persohmgas/oxygen
detectors for confined spaces, face shields, amet types of safety equipment required to asssafeawork
environment and compliance with applicable fedestalte and local safety regulations.

12.3 SAFETY TRAINING

The Contractor shall be responsible to train alkpenel that require safety training. Specificalifnere
Contractors are performing work at Navy shore itetians, that requires entering manholes or unabengd
services utility the Contractor shall provide aléiga person as required in 29 CFR 1910 or 29 GBR6 or as
recommended by the National Institute for OccupsticGafety and Health (NIOSH) Criteria Document for
Confined Spaces. Also, when contractors are requd scale a tower, all applicable personnel dtzale
Secondary Fall Protection and Prevention training.

13.0 SMALL BUSINESS SUBCONTRACTING PLAN

In accordance with FAR clause 52.219-9, the coturaghall effectively implement their governmenpepved
Small Business Subcontracting Plan throughoutifeef the contract. The contractor shall providemaximum
practicable opportunity for Small Business to dptite in contract performance consistent withcedfit contract
performance. The contractor shall demonstrate laat document they have provided their bestrgitéo meet
all terms and conditions in the contract relatiogmall Business participation. Inability to adhé&y an effective
subcontracting program shall negatively affect mtiartor’'s annual government Contractor Performance
Assessment Report (CPAR) rating.

14.0 TRAVEL

14.1 LOCATIONS

The majority of the work under this contract stolperformed in USAFCENT AOR. Travel shall be perfed in
accordance with clause 5252.231-9200. As spediid¢dsk order level, travel shall be required jpycsfic
personnel.

14.2 OCONUS IMMUNIZATION REQUIREMENTS

As specified in each Task order, the contractoll Slearequired to travel to locations outside trentihental limits

of the United States (OCONUS) both shore and afl@atntractor employees who deploy to locations thquire
immunizations shall do so in accordance with Dapartt of Defense Instruction (DoDI) 6205.4, Deparitraf the
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Navy (DON), and Space and Naval Warfare SystemseCétlantic Instruction (SPAWARSYSCENLANTINST)
12910.1.

14.3 LETTER OF AUTHORIZATION

Some travel shall require a Letter of Authorizat{b®A). As noted in DFARS PGI 225.7402-3(e), a LGA
necessary to enable a contractor employee to wdleesigh a deployment processing center; to tiavdétom, and
within a theater of operations; and to identify adlgitional authorizations and privileges. As tieegl by task
order, the contractor shall initiate a LOA for egehspective traveler. The contractor shall useShnchronized
Pre-deployment & Operational Tracker (SPOT) welelasy/stem, dittp://www.dod.mil/bta/products/spot.htnib
enter and maintain data with respect to travelieglolyed personnel, and to generate LOAs. Whenssacgand if
in the Government’s interest, the contractor mayp atitiate a LOA request to provide an officiaveler access to
Government facilities and to take advantage ofdrdiscount rates in accordance with Governmentraots and/or
agreements. All privileges, services, and trag#d discount access are subject to availabilityvemdior
acceptance. LOAs shall be signed/approved by B@TSregistered Contracting/Ordering Officer for #pplicable
contract/task order.

Note for travel to Iraq: The only acceptable LCBswork performed in Irag are in support of OffieESecurity
Cooperation - Iraq (OSC-I) or the Dept. of State@p Support in reference to U.S. Forces Irag @J$§ not
longer valid beyond Dec 2011.

14.4 SPECIFIED MISSION DESTINATIONS

As specified in each task order, the contractoll blearequired to travel to locations designate®pscified Mission
Destinations which are listed in the latest SS@utit OCONUS Travel Guide portal (latest link tofrevided at
task order award). In accordance with DoDI 302@Ad SPAWARSYSCENLANTINST 12910.1A, work to be
performed at Specified Mission Destinations is sabjo all relevant contract clauses, as well ag¢luirements
set forth in the aforementioned guide. The comdraghall be able to meet all clause and guideirements 35
days prior to travel within the applicable spedfiestinations. When deployment to a SpecifiedsMis
Destination is required, the contractor shall lspomsible for processing applicable deployment agek for its
personnel in accordance with the SSC Atlantic OCGNUWavel Guide portal. Note: The portal is NOT the
authoritative source, as it is only a guide. Taetactor shall be responsibility to know and ustend travel
requirements as identified by the Combatant Comni@@COM) and applicable country. Commencing nerlat
than seven (7) days after task order award requiravel to specified mission destination(s), tbatcactor shall
submit all required OCONUS Deployment Documentatiod Package (CDRL A025) to the task order technica
POC and/or Command Travel/Deployment Coordinator.

14.5 THEATER BUSINESS CLEARANCE (TBC) SPECIAL RECREMENTS

The following CENTCOM - Joint Theater Support Cacting Command (C-JTSCC) Special Requirements apply
to all work to be performed in the locations (Afgisian and Kuwait) listed below which are withir th
USCENTCOM area of responsibility:

145.1 Afghanistan

5152.222-5900 PROHIBITION AGAINST HUMAN TRAFFICKING , INHUMANE LIVING CONDITIONS,
AND WITHHOLDING OF EMPLOYEE PASSPORTS (MAR 2014)

() All contractors (“contractors” refers to bothirpe contractors and all subcontractors at alls}ieare
reminded of the prohibition contained in Title 1&ited States Code, Section 1592, against knowidghtroying,
concealing, removing, confiscating, or possessimgactual or purported passport or other immigraiocument,
or any other actual or purported government idigatiion document, of another person, to prevenestrict or to
attempt to prevent or restrict, without lawful aarity, the person’s liberty to move or travel, irder to maintain
the labor or services of that person.
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(b) Contractors are also required to comply with fibllowing provisions:

(1) Contractors shall only hold employee passpants other identification documents discussed alfovéhe
shortest period of time reasonable for administegtirocessing purposes.

(2) Contractors shall provide all employees witsigned copy of their employment contract, in Erghs well
as the employee’s native language, that definetetines of their employment/compensation.

(3) Contractors shall not utilize unlicensed retingi firms or firms that charge illegal recruitifiges.

(4) Contractors shall be required to provide adagjliging conditions (sanitation, health, safetyjrig space)
for their employees. Fifty square feet is the mimin acceptable square footage of personal livimgemper
employee for Contractor furnished living space. kpontractor’s written request, Contracting Offcaray grant a
waiver in writing in cases where the existing caotor provided square footage is within 20% ofrthisimum, and
the overall conditions are determined by the Catitng Officer to be acceptable. A copy of the veaiapproval
shall be maintained at the respective life supmwda. Government furnished facilities will be pdmd in
accordance with the applicable installation/basketlig standards, with contractor personnel aféatdat a
minimum, square footage equivalent to an E1.

(5) Contractors shall incorporate checks of lifemart areas to ensure compliance with the requingsnef this
Trafficking in Persons Prohibition into their QugliControl program, which will be reviewed withirhet
Government’s Quality Assurance process.

(6) Contractors shall comply with International afdst Nation laws regarding transit/exit/entry mdares
and the requirements for visas and work permits.

(c) Contractors have an affirmative duty to aduise Contracting Officer if they learn of their eropées
violating the human trafficking and inhumane livimgnditions provisions contained herein. Contrectare
advised that Contracting Officers and/or their espntatives will conduct random checks to ensunéractors and
subcontractors at all tiers are adhering to thedavauman trafficking, humane living conditions amithholding of
passports.

(d) The contractor agrees to incorporate the sobsteof this clause, including this paragraph, ih al
subcontracts under his contract.

(End of Clause)

5152.225-5900 ARMING REQUIREMENTS AND PROCEDURES BR PERSONAL SECURITY
SERVICES CONTRACTORS AND REQUESTS FOR PERSONAL PROECTION (AUG 2014)

(a) General. Contractor and its subcontractors at all tieeg tequire arming under this contract agree to obey
all laws, regulations, orders, and directives agahlie to the use of private security personnel fghanistan,
including U.S. CENTCOM, and United States Forcédghanistan (USFOR-A) Commander orders, instrucjon
and directives. Contractors will ensure that afipoyees, including employees at any tier of subremting
relationships armed under the provisions of thietaet, comply with the contents of this clause avith the
requirements set forth in the following:

(1) DODI 3020.50Private Security Contractors (PSCs) Operating im@agency Operations;

(2) DODI 3020.410perational Contract Support

(3) DFARS 252.225-799% ontractor Personnel Performing in the United Ssa@entral Command
Area of Responsibility (Class Deviation 2014-O0@18N 2014)

(6) USFOR-A, FRAGO 13-036, Outlines Management omAd Contractors and Private Security
Companies Operating in the Combined Joint Operathmea - Afghanistan (CJOA-A);

(7) U.S. CENTCOM Policy and Delegation of Authorfty Personal Protection and Contract Security
Service Arming of DoD Civilian Personnel, datedJe 2011.

(b) Required Contractor Documentation. Contractors and their subcontractors at all tieas require arming
approval shall provide to the arming approval arithavia the COR consistent documentation (signed dated by
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the employee and employer as applicable) for eddher employees who will seek authorization to dened
under the contract as follows:

(1) Weapons Qualification/Familiarization. All erogkes must meet the weapons qualification
requirements on the requested weapon(s) establishady DoD or other U.S. government agency, Law of
Armed Conflict (LOAC); Rules for the Use of FordeUF), as defined in the U.S. CENTCOM Policy,
dated 23 December 2005; and distinction betweembee-prescribed RUF and the Rules of Engagement
(ROE), which are applicable only to military forces

(2) Completed DD Form 2760 (or equivalent docummta for each armed employee, indicating that
the employee is not otherwise prohibited under Ua&Bv from possessing the required weapon or
ammunition.

(3) Written acknowledgement by the individual oé tfulfillment of training responsibilities and the
conditions for the authorization to carry firearm$his document includes the acknowledgement of the
distinctions between the ROE applicable to militésyces and RUF that control the use of weapons by
DoD civilians, DoD contractors and PSCs.

(4) Written acknowledgement signed by both the arramployee and by a representative of the
employing company that use of weapons could suljettt the individual and company to U.S. and host
nation prosecution and civil liability.

(5) A copy of the contract between the contractodmpany and the U.S. Government that verifies the
individual’'s employment and addresses the neea t@arimed.

(6) One (1) copy of a business license from thehAfg Ministry of Trade or Interior.

(7) One (1) copy of a license to operate as a RB@ {emporary operating license) from the Ministry
of Interior.

(c) Communication Plan. The contractor will submit to the COR a commatiiens plan that, at a minimum,
sets forth the following:

(1) The contractor’'s method of notifying militargrtes when requesting assistance where hostilities
arise, combat action is needed, or serious incidesite been observed.

(2) How relevant threat information will be sharkedtween contractor security personnel and U.S.
military forces.

(3) How the contractor will coordinate transpoxativith appropriate USFOR-A authorities.

(d) Plan for Accomplishing Employee Vetting The contractor will submit to the COR an acabéf# plan
for vetting all contractor and subcontractor emples.  The contractor shall, at a minimum, perfdienfollowing
(which will be specifically addressed in its plan):

(1) Local Nationals: Perform Local and National Agg background checks in accordance with Host
Nation Government policies and protocols.

(2) Use one or more of the following sources whenducting the background checks on Third
Country Nationals: Interpol, FBI, Country of Origriminal Records, Country of Origin U.S. Embassy
Information Request, or CIA records.

(3) All local nationals and third country nationaldl voluntarily submit to full biometric enrollnme
in accordance with theater biometric policies ptmisubmitting arming requests. All local natiahahd
third country nationals will voluntarily submit tmutine biometric screening in accordance with loca
installation policies and procedures. The contraetill immediately notify the COR, local instaliah
Force Protection agency, and the theater armingogppauthority of any individuals who are reveakes
potential security risks during biometric procegsin

(4) The Contractor shall provide to the COR offiairitten certification of candidate(s) suitalyilfor
employment. This certification may address muitipmployees on a single certification but mustrgfea
state each employee was vetted in accordance hd@t@ontractor’s plan for accomplishing employee
vetting.

(e) Penalties for Non-Compliance Failure of contractor or subcontractor emploggdéd comply with the
laws, regulations, orders, and rules (includingsthepecified herein) governing the use of foraniing, arming
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authorization, and incident reporting requirementsy result in the revocation of weapons authorafor such
employee(s). Where appropriate, such failure msgy eesult in the total revocation of weapons ariffadion for
the contractor (or subcontractor) and sanctiongutite contract, including termination.

(f) Criminal and Civil Liability . Arming of contractor or subcontractor employeaser this contract may
subject the contractor, its subcontractors, andgrer employed by the same to the civil and crimumasdiction of
the U.S. and Host Nation. “Host Nation” refersth@ nation or nations where services under thidgraohare
performed. Additionally, the arming authority’s hatization letter is valid for a maximum of twel{&2) months
from the date of the prior letter (unless authdirais earlier invalidated by a lapse in training)

(g) Lapses in Training or Authorization. Failure to successfully retrain an employee Wwhs been properly
authorized to be armed under this contract withielte (12) months of the last training date wilhstitute a lapse
in the employee’s authorization to possess andy¢ag weapon. All unauthorized employees will iniagely
surrender their weapon and authorization lettehéocontractor and will remain unarmed until suotetas they are
retrained and newly approved by the arming authorit

(h) Authorized Weapon & Ammunition Types. Unless the Deputy Commander of USCENTCOM
(DCDRUSCENTCOM), or a designee, expressly providdwerwise, all arming requests and authorizatians f
contractor or subcontractor employees under thigract shall be limited to U.S. Government-approvwezhpons
and ammunition. Notwithstanding Host Nation lawsregulations that would allow use of heavier weapby
contract security/PSC, all DoD security service/P$Gntractors must have weapons approved by the
DCDRUSCENTCOM, or a designee, before use. Thigrictien applies to all weapons in the possessibn o
contractor employees, even if such weapons areiregfjfor personal protection. The following weapoand
ammunition are currently authorized by the armintharity for use in Afghanistan:

(1) The M9, M4, M16, or equivalent (e.g. .45 CALKALT).

(2) The M9 or equivalent sidearm will be the staddpersonal protection weapon unless other
weapons are specifically requested and approved.

(3) Standard authorized weapons are selectabledimg-automatic weapons only. All Non-U.S. and
Non-standard weapons must be submitted to theaheaming authority for review and approval. Non-
standard weapons are classified as any machine lmglR, fed or crew served weapon or any weapon
utilizing ammunition greater than 7.62mm X 51mm NATContractors must also provide SCO-Arecards
and criteria for qualification appropriate to therNstandard weapon'’s caliber.

(4) U.S. government Ball ammunition is the standgsdroved ammunition.

(i) Requirements for Individual Weapons PossessionAll employees of the contractor and its subcactors
at all tiers who are authorized to be armed ungsrdontract must:

(1) Possess only those U.S. Government-approvegpomsaand ammunition for which they are
qualified under the training requirements of set(io) and subsequently authorized to carry.

(2) Carry weapons only when on duty or at a spegpifist (according to their authorization).

(3) Not conceal any weapons, unless specificalti@ized.

(4) Carry proof of authorization to be armed. Enyeles not possessing such proof will be deemed
unauthorized and must surrender their weapon foehgployer.

(5) IAW USCENTCOM G.O. #1, consumption of alcoholuse of any intoxicating substances which
may impair judgment, medication or otherwise ishiloded. In the event of a suspension or an exaept
to G.O. #1, employees shall not consume any altobelerage while armed or within eight (8) houfs o

the next work period when they will be armed. Ehare no circumstances under which a person will be
authorized to consume any alcoholic beverage orangejudgment impairing substance when armed for
personal protection.

() Weapons/Equipment Restrictions and ResponsibilitiesUnless otherwise provided, the U.S. Government

will not provide any weapons or ammunition to cantors, their subcontractors, or any employeehefsame.
The Contractor will provide all weapons and ammonito those employees that will be armed undercthract.
The contractor and its subcontractors at all tieflsalso provide interceptor body armor, ballistielmets, and the
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Nuclear, Biological, and Chemical (NBC) protectivasks to those employees that require such equipimeine
performance of their duties.

(k) Rules for the Use of Force (RUF) (Afghanistan only) In addition to the RUF and ROE training
referenced in paragraph (b), the contractor andubsontractors at all tiers will monitor and repalt activities of
its armed employees that may violate the RUF anatfoerwise trigger reporting requirements as seriaaidents.
Prompt reporting demonstrates a desire by the &ctoir and its subcontractors to minimize the impzfcany
violations and, therefore, will be given favoraldensideration. Violations of the RUF include, thbugre not
limited to:

(1) Taking a direct part in hostilities or combatians, other than to exercise self-defense.

(2) Failing to cooperate with Coalition and HostiNa forces.

(3) Using deadly force, other than in self-defewbere there is a reasonable belief of imminent ofsk
death or serious bodily harm.

(4) Failing to use a graduated force approach.

(5) Failing to treat the local civilians with hunignor respect.

(6) Detaining local civilians, other than in selfdnse or as reflected in the contract terms.

() Retention and Review of Records The Contractor and all subcontractors at alstghall maintain records
on weapons training, LOAC, RUF and the screeningewiployees for at least six (6) months following th
expiration (or termination) of the contract. Then@actor and its subcontractors at all tiers simalke these records
available to the Contracting Officer or designatepresentative, at no additional cost to the gawemnt, within 72
hours of a request.

(m) Contractor Vehicles. Vehicles used by contractor and subcontractosgmmel in the course of their
security duties shall not be painted or markedesemble U.S./Coalition or host nation military galice force
vehicles.

(n) Monthly Reporting. The prime contractor will report monthly armistatus to the Contracting Officer
responsible for this contract, and any other ogtion designated by the Contracting Officer inaadance with
theater policy and the timelines defined in thefétemrance Work Statement.

(End of Clause)

5152.225-5901 ARMED PERSONNEL INCIDENT REPORTS (DEC011)

(&) All contractors and subcontractors in the UhitStates Forces-Afghanistan (USFOR-A) theater of
operations shall comply with and shall ensure their personnel supporting the USFOR-A personndbares are
familiar with and comply with all applicable orderdirectives, and instructions issued by the USHOR-
Commanders relating to force protection and safety.

(b) In the event a weapon firing incident or atlyew serious incident, contractors shall prepacesabmit an initial
incident report as soon as feasible, but not ldt@n 4 hours from the beginning of the incidentth® Contracting
Officer (KO), Contracting Officer's Representati(€OR), USFOR-A ACOD, and USFOR-A J3 Situational
Awareness Room (SAR). Additionally, the contracad its subcontractors at all tiers shall submitristen report
to the above personnel within 96 hours of the iatdInformation shall include: the name of the pany, where
the incident occurred, time when the incident ocedira brief description of the events leading auphte incident,
and a point of contact for the company. Contractord anyone re-transmitting the report shall nrelsonable
efforts to transmit incident reports via securedanse(SIPRnet or CENTRIX) when the incident repadiides
operationally sensitive information.
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(c) Contractors shall provide first aid and requdBDEVAC of injured persons, and remain availatle {.S.
or Coalition response forces, based upon the ituatin the event contractor personnel are detalme U.S. or
Coalition Forces, prolonged detention due to lacRroper identification can be alleviated by contoa personnel
possessing on their person information that incduttee contractor’s name, the contract number, dracior
management POC, and the phone number of the CONXBCY®atch. Contractor and subcontractor persorimel s
carry their Letter of Authorization (LOA) on thgierson at all times.

(End of Clause)

5152.225-5902 FITNESS FOR DUTY AND MEDICAL/DENTAL CARE LIMITATIONS (JUN 2014)

(a) The contractor shall ensure the individualy tiheploy are in compliance with the current USCENXDMC
Individual Protection and Individual/Unit DeployntdPolicy, including TAB A, Amplification of the Miimal
Standards of Fitness for Deployment to the CENTCA®R, unless a waiver is obtained in accordance WAB
C, CENTCOM Waiver Request. The current guidandedated at
http://www2.centcom.mil/sites/contracts/Pages/GEpxa

(b) The contractor shall perform the requiremeiithis contract notwithstanding the fitness forydat
deployed employees, the provisions for care offemader this section, and redeployment of individuddtermined
to be unfit.

(c) Contractor personnel who deploy for multiplar® which exceed 12 months in total, must be sduated
for fitness to deploy every 12 months IAW the catrd SCENTCOM Individual Protection and Individuafiit
Deployment Policy standards. An examination véthain valid for 15 months from the date of the jtgls This
allows an examination to be valid up to 90 daysmio deployment. Once a deployment begins, tlaenéxation
will only be good for a maximum of 12 months. Amgdical waivers received will be valid for a maximof 12
months. Failure to obtain an updated medical wabedore the expiration of the current waiver rensdbe
employee unfit and subject to redeployment.

(d) The contractor bears the responsibility forueimgy all employees are aware of the conditionsraredical
treatment available at the performance locatior ddntractor shall include this information insllbcontracts with
performance in the theater of operations.

(e) In accordance with military directives (DoDIZD41, DoDI 6000.11, CFC FRAGO 09-1038, DoD Federal
Acquisition Regulation Supplement (DFARS) PGI 229, 7esuscitative care, stabilization, hospitalmaat
Level/Role Il (emergency) military treatment fatids (MTF) and assistance with patient movememrirergencies
where loss of life, limb or eyesight could occutlwe provided. Hospitalization will be limited mergency
stabilization and short-term medical treatment wwithemphasis on return to duty or placement iptient
movement system. Subject to availability at theetimh need, a medical treatment facility may prowvigienbursable
treatment for emergeneyedical or dental care such as broken bones atops, broken teeth or lost fillings.

() Routine and primary medical care is not authedi Pharmaceutical services are not authorizekhimvn or
routine prescription drug needs of the individirbutine dental care, examinations and cleaningaatrauthorized

(9) Notwithstanding any other provision of the gawt, the contractor shall be liable for any aridreddically-
related services or transportation rendered. Tev védmbursement rates that will be charged forisesvat all DoD
deployed medical facilities please go to the follogwvebsite:
http://comptroller.defense.gov/FinancialManageniReports/rates2014.aspx

(End of Clause)
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5152.225-5903 COMPLIANCE WITH LAWS AND REGULATIONS (D EC 2011)

(a) The Contractor shall comply with, and shall westhat its employees and its subcontractors hai t
employees, at all tiers, are aware of and obey &l and Host Nation laws, Federal or DoD regutetjcand US
Central Command orders and directives as applidalppersonnel in Iraq and Afghanistan, including ot limited
to USCENTCOM, Multi-National Force and Multi-NatiahCorps or Chief of Mission operations and fragtagn
orders, instructions, policies and directives.

(b) Contractor employees shall particularly notdaal's, regulations, policies, and orders restigtuthority to
carry firearms, rules for the use of force, andchgbibing sexual or aggravated assault.

(1) Afghanistan — Contractor employees are sulifecdeneral Orders Number 1, as modified from time
time, including without limitation, their prohibith on privately owned firearms, alcohol, drugs, war
souvenirs, pornography and photographing detaitessan casualties or military security measures.

(2) Irag — Contractor employees are not subjedsémeral Order 1. Contractor employees will folldve
policies or directives of the Office of Security @eeration-lraq (OSC-I) Installation Managers or &thof
Mission policies and directives regarding consumptf alcohol or any prohibited items for sitesttteey are
assigned.

(c) Contractor employees may be ordered removed fle US Embassy, Chief of Mission sites, OSCédssit
secure military installations or the theater of rgpiens by order of the Chief of Mission (Iraq) senior military
commander of the battle space (Afghanistan) fos #utat disrupt good order and discipline or violapplicable
laws, regulations, orders, instructions, policiesdirectives. Contractors shall immediately coyngith any such
order to remove its contractor employee.

(d) Contractor employees performing in Iraq or thSCENTCOM Area of Responsibility (AOR) may be
subject to the jurisdiction of overlapping crimir@des, including, but not limited to, the MilitaBxtraterritorial
Jurisdiction Act (18 U.S.C. Sec. 3261, et al) (MEJhe Uniform Code of Military Justice (10 U.S.8ec. 801, et
al)(UCMJ), and the laws of the Host Nation. Non-ti&zens may also be subject to the laws of theme country
while performing in Iraq or the USCENTCOM AOR. QCmattor employee status in these overlapping caimin
jurisdictions may be modified from time to time the United States, the Host Nation, or by applieaihtus of
forces agreements.

(e) Under MEJA, a person who engages in felony omdact outside the United States while employeaty
accompanying the Armed Forces is subject to anmrestoval and prosecution in United States fedevaits. Under
the UCMJ, a person serving with or accompanying Anmed Forces in the field during a declared war or
contingency operation may be disciplined for a amahoffense, including by referral of charges tGaneral Court
Martial. Contractor employees may be ordered aaiofinement or placed under conditions that resinevement
in Irag or within the AOR or administratively atteed to a military command pending resolution ofriminal
investigation.

(H Contractors shall immediately notify the BDO®ag) or military law enforcement (Afghanistan) atheb
Contracting Officer if they suspect an employee basymitted an offense. Contractors shall take ang all
reasonable and necessary measures to secure Hemgreof an employee suspected of a serious falffagse.
Contractors shall not knowingly facilitate the depee of an employee suspected of a serious fetiffgnse or
violating the Rules for the Use of Force to depiat) or Afghanistan without approval from the Chid¢fMission
(Iraqg) or the senior U.S. commander (Afghanistan).

(End of Clause)

5152.225-5904 MONTHLY CONTRACTOR CENSUS REPORTING AUG 2014)
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Contractor shall provide monthly employee censtsrination to the Contracting Officer, by provinder this
contract. Information shall be submitted eithecélonically or by hard-copy. Information shall &agrent as of the
25" day of each month and received by the Contradiiffger no later than the first day of the followimonth.
The following information shall be provided for éggrovince in which work was performed:

The total number (prime and subcontractors atealt employees.

The total number (prime and subcontractors ateali} of U.S. citizens.

The total number (prime and subcontractors ateaB)} of local nationals (LN).

The total number (prime and subcontractors ateal} of third-country nationals (TCN).

Name of province in which the work was performed.

The names of all company employees who enter addta@mployee data in the Synchronized Pre-deployme
& Operational Tracker (SPOT) IAW DFARS 252.225-7399FARS DoD class deviation 2014-00018.

(End of Clause)

5152.225-5907 MEDICAL SCREENING AND VACCINATION REQUIREMENTS FOR CONTRACTOR
EMPLOYEES OPERATING IN THE CENTCOM AREA OF RESPONSI BILITY (AOR) (AUG 2014)

(a) All contractor employees are required to beigadly, dentally, and psychologically fit for degiment and
performance of their contracted duties as outlingtie Defense Federal Acquisition Regulation Seppnt
(DFARS) clause 252.225-7995, Contractor PersonedgbRning in the United States Central Command Arfea
Responsibility. This clause requires all contragersonnel to meet the theater specific medicalifizations
established by the Geographic Combatant Commarederebdeploying to, being granted installation ascer
performing work under the resultant contract. Ha USCENTCOM Area of Operation (AOR), the requineedical
screening, immunizations, and vaccinations areipedn the current USCENTCOM individual Protectiand
Individual Unit Deployment Policy and DoD Instrumti (DODI) 3020.41, Operational Contract Support §.C
Current medical screening, immunization, and vaa@dm requirements are available at
http://www2.centcom.mil/sites/contracts/Pages/GEpxaThe current DODI is available at
http://www.dtic.mil/whs/directives/corres/ins1.html'he current list of immunization and vaccinatiequirements
are available dtttp://www.vaccines.mil

(b) The USCENTCOM policy requires contractors tswer adequate health management is available for
Tuberculosis (TB) screening, diagnosis, treatmamd, isolation during the life of the contract. 3hicludes
management and compliance with all prescribed putaalth actions regarding TB and the respongiliitensure
adequate health management is available at thegbmt's medical provider or local economy providéocation
for all contractor and subcontractor employeesuphout the life of the contract. The contractmalsmaintain
medical screening documentation, in English, anBenittavailable to the Contracting Officer, miliggoublic health
personnel, or Base Operations Center installattoess badging personnel upon request.

(1) U.S. Citizens are considered Small-Risk Nati®@RNs) as the U.S. has less than 25 TB cases0p€d00
persons. A TB testing method of either a TB skt {TST) or Interferon Gamma Release Assay (IGR&Y be
used for pre-deployment and annual re-screeniradl &f.S. Citizens employed under the contract. &oontact
investigation, all personnel with a positive TSTIGRA will be evaluated for potential active TB tvia symptom
screen, exposure history and CXR. A physical afpgll TST, IGRA, and/or CXRs and radiographic mpi@tation
must be provided at the deployment center desigriatthe contract, or as otherwise directed byGbatracting
Officer, prior to deployment and prior to instaidat access badge renewal.

(2) Other Country Nationals (OCNs) and Local NatilsnLNs) shall have pre-deployment/employmenirigst
for TB using a Chest x-ray (CXR) and a symptom syrsompleted within 3 months prior to the start of
deployment/employment, with annual re-screeningrpn installation access badge renewal. Thikésonly way
to verify interval changes should an active casE®bccur. When conducting annual re-screening, th
Contractor’'s medical provider or local economy pdev will look for interval changes from prior CXRand
review any changes in the symptom survey. A playsiopy of the CXR film with radiographic interpagibn
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showing negative TB results must be provided toBthse Operations Center prior to the start of
deployment/employment, with annual re-screeningrgn installation access badge renewal.

(3) After arrival in the USCENTCOM AOR, all casefssoispected or confirmed active TB must be repaduetie
theater Preventive Medicine (PM) Physician and®rConsultant within 24 hours. Contact tracing, ametlical
coding, have specific requirements. After consigtawith the Theater PM or TB Consultant, all gator (and
sub-contractor) personnel with suspected or coefitrB are required to medically evacuated (MEDEV#)Qb
the closest commercial medical treatment facilitytfeatment. The contractor is responsible fonaggment and
compliance with all prescribed public health actiofPersonnel shall be immediately transporteabtiteater once
they have documentation of at least 3 consecutigative sputum smears.

(c) In addition, all employees involved in food\dee, water and/or ice production facilities mustgre-screened
prior to deployment and re-screened annually gnsiand symptoms of infectious diseases. Thisided a stool
sample test for ova and parasites. It also induwdatractors and subcontractors documentatioretiwdt individual
employee of these entities have completed: (1jutheeries of immunizations for Typhoid and HegatfA” (full
series) immunizations as contained in the CenterBisease Control and Prevention guidelines ¢gpinoid
vaccination booster is required every 2 years)tH@)required TB tests, and (3) screening for Hép& and C.

(d) Proof of all contractor and sub-contractor emgpk pre-deployment and deployment medical scrgenin
immunizations, and vaccinations (in English) shallmade available to the designated Governmentseptative
throughout the life of the contract, and providétha Contracting Officer, for a minimum of six (#@ars and (3)
months from the date of final payment under thetrean.

(End of Clause)

5152.225-5908 GOVERNMENT FURNISHED CONTRACTOR SUPP®T (MAY 2012)

The following is a summary of the type of suppbd Government will provide the contractor. Sersiodll be
provided to contractors at the same level as theypweovided to military and DoD civilian personnkl.the event of
any discrepancy between this summary and the giscriof services in the Statement of Work, thigusle will
take precedence. These services are only proati¢ide following locations:To be specified at the task order
level. When contractor employees are in transit all kbddlocks are considered authorized.

U.S. Citizens
X] APO/MPO/DPO/Postal Servick< DFACs**** <] Mil Issue Equip
[ ] Authorized Weapon X] Excess Baggage X MILAIR (inter/intra
theater)
X Billeting*** X] Fuel Authorized X] MWR
X] CAAF* X] Govt Furnished Meals***{X] Resuscitative Care
X Controlled Access Card (CAQ)X Military Banking X Transportation
<] Badge [] Military Clothing CTAI
X] Commissary X Military Exchange [ ] None

<] Embassy Services Kabul**

Third-Country National (TCN) Employees

[]N/A [ ] DFACs**** [ ] Mil Issue Equip
[ ] Authorized Weapon [ ] Excess Baggage [ ] MILAIR (inter/intra
theater)
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[ ] Billeting*** [ ] Fuel Authorized [ ] MWR

[ ] CAAF* [ ] Govt Furnished Meals***{ | Resuscitative Care
[] Controlled Access Card (CAC)_] Military Banking [] Transportation

[ ] Badge [ ] Military Clothing [ ] Al

[ ] Commissary [ ] Military Exchange <] None

Local National (LN) Employees

[ ]N/A [ ] DFACs**** [ ] Mil Issue Equip

[ ] Authorized Weapon [ ] Excess Baggage [ ] MILAIR (intra theater)
[ ] Billeting*** [ ] Fuel Authorized [ ] MWR

[ ] CAAF* [ ] Govt Furnished Meals***{ ]| Resuscitative Care
[] Controlled Access Card (CAC)[_] Military Banking [] Transportation

[ ] Badge [ ] Military Clothing [ ]Al

[ ] Commissary [ ] Military Exchange <] None

* CAAF is defined as Contractors Authorized to Angmany Forces.

** Applies to US Embassy Life Support in Afghanistanly. See special note below regarding Embassy
support.

*** Afghanistan Life Support. Due to the drawdowhbase life support facilities throughout the coyn
standards will be lowering to an “expeditionaryv@nonment. Expeditionary standards will be basectfj, and
may include down grading from permanent housingyts, hardened buildings) to temporary tents oeroth
facilities!

****Due to drawdown efforts DFACS may not be fulbperational. Hot meals may drop from three pertday
one or none per day. MREs may be substituted Fx©®-provided meals; however, contractors will reegihe
same meal standards as provided to military and Eieillan personnel.

SPECIAL NOTE — US Embassy Afghanistan Life Suppdrtie type and amount of support that the U.S.
Embassy Mission in Kabul, Afghanistan, providesdatractors, if any, must be coordinated in advdrateieen
the U.S. Mission and the contracting agency in edaace with Department of State Foreign Affairsittaook, 2-
FAH-2. Contractors are not authorized to deploypenel requiring US Mission support prior to reasijv
clearance from the Contracting Officer.

SPECIAL NOTE ON MILAIR — MILAIR is allowed for théransportation of DoD contractor
personnel (US, TCN, LN) as required by their cactteand as approved in writing by the Contracting
Officer or Contracting Officer Representative. figportation is also allowed for contractor equiptmen
required to perform the contract when that equiprranels with the contractor employee (e.g., spleci
radio test equipment, when the contractor is resipanfor radio testing or repair)

(End of Clause)

5152.225-5910 CONTRACTOR HEALTH AND SAFETY (DEC 201)

(a) Contractors shall comply with National ElecatiCode (NEC) 2008 for repairs and upgrades tstiaxg
construction and NEC 2011 standards shall applypder construction, contract specifications, and MIL
Standards/Regulations. All infrastructure to uig, but not limited to, living quarters, showexnsd restrooms
shall be installed and maintained in compliancdwhese standards and must be properly supportestafied to
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ensure perpetual Code compliance, prevent hazaditoajuickly correct any hazards to maximize saféthose
who use or work at the infrastructure.

(b) For existing employee living quarters the caator shall provide maintenance, conduct repairg,pgerform
upgrades in compliance with NEC 2008 standards.nEa employee living quarters, the contractor Igbralvide
maintenance, conduct repairs, and make upgrad=snpliance with NEC 2011 standards. The governihasthe
authority to enter and inspect contractor empldiyé®g quarters at any time to ensure the primeti@mor is
complying with safety compliance standards.

(c) The contractor shall correct all deficienaigthin a reasonable amount of time of becoming avedrthe
deficiency either by notice from the governmenadhird party, or by self discovery of the defiggrby the
contractor. Further guidance can be found on:

Error! Hyperlink reference not valid.

UFC: http://www.wbdg.org/ccb.browse cat.php?0=29&c=4

NFPA 70: http://www.nfpa.org

NESC: http://www.standards.ieee.org/nesc

(End of Clause)

5152.225-5914 COMMODITY SHIPPING INSTRUCTIONS (AUG 2011)

(a) USFOR-A FRAGO 10-200 United States Forces Afghanistan (USFOR-A) higected that all shipments
into and out of the Combined Joint Operations Arédghanistan (CJOA-A) be coordinated through thefdhse
Transportation System (DTS) in order to expedite ¢hstoms clearance process and facilitate thefusetransit
visibility for all cargo in the CJOA-A.

(b) Information regarding the Defense Transportation Sgtem (DTS). For instructions on shipping
commodity items via commercial means using DTS tlsedollowing websites:

1. Defense Transportation Regulation — Part || Gavigvement - Shipper,
Trans-shipper, and Receiver Requirements and Puocegd
http://www.transcom.mil/dtr/part-ii/dtr_part_ii_2Q8RIf

2. Defense Transportation Regulation — Part 1| Agg8&ovement — Cargo
Routing and Movementhttp://www.transcom.mil/dtr/part-ii/dtr_part _ii_2Qsif

3. Defense Transportation Regulation — Part V -ddepent of Defense Customs and Border Clearance
Policies and Proceduregttp://www.transcom.mil/dtr/part-v/dtr_part_v_518fp

(c) Responsibilities of the vendor carrier representatie, shipping expediter, and/or customs broker:

1. Afghanistan Import Customs Clearance Requestddures The carrier, shipping expediter, and/or
customs broker is responsible for being knowledigeabout the Afghan Customs Clearance Procedures.
2. Status of Customs Clearance Requedtsnquiries regarding the status of a custortearance request
prior to its submission to Department of DefenseP Customs and after its return to the carrier
representative or shipping expediter should bectitkto the carrier or shipping agent.

3. Customs Required Documernithe carrier representative or shipping expedseequired to provide the
DoD Contracting Officer Representative (COR) wilhdacumentation that will satisfy the requiremeaots
the Government of the Islamic Republic of Afghaams{GIR0A).

(d) Required Customs Documents: Documents must be originals (or copies with a gany stamp).
Electronic copies or photocopied documents will betaccepted by GIRoA. The carrier is respongdaiehecking
the current requirements for documentation with Alighanistan Customs Department (ACD) as specifigdhe
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Embassy Afghanistan’s SOP for Customs Clearanc Requests Operations

(http://trade.gov/static/AFGCustomsSOP )palfid paragraph 4 below.

1. The U.S Ambassador Afghanistan diplomatic rquarantees that the U.S. Government (USG)
shipments are exempt from Afghanistan Customs sludied taxes. USG shipments do not provide
commercial carriers with the authority to unnecelsadelay shipments or holdover shipments in
commercial storage lots and warehouses while ete rtouits final destination. The U.S. Embassy ekpe
that shipments will be expedited as soon as custde@aance paperwork is received from the respectiv
GIRO0A officials.

2. Imports: Documentation must list the ryemake, model, and color of the commodity, the
commodity Identification Number (if applicable) arfdr vehicles, the Engine Block Number. The
following documentation is required for all impasfipments:

a. An original Customs Clearance Request (CCR) prepasethe COR in accordance with
Afghanistan customs guidance referenced in paragtagelow.
b. Bills of Lading (for shipments by sea), Airway Bil(for shipments by air) or Commodity

Movement Request (CMRs) (for overland shipments). the consignee block, type in “US

Military”. This will help the Afghan Customs offi@ls to recognize that the shipment belongs to

the US Military and, therefore, the shipment isjeabto tax exemption provisions as specified

under the current Diplomatic Note or Military Teatsd Agreement (MTA).
Shipping Invoices.
Packing Lists. Required only if the shipping ins®idoes not list the cargo.

e. An Afghan Government Tax Exemption Form (Muaffi N@mpurchased from the
Department of Customs and Revenue and preparechdanldcal language by the carrier
representative, shipping agent, or customs broker.

f. A Diplomatic Note, prepared by DoD Customs, to khieistry of Foreign Affairs requesting
the initiation of customs formalities with the Matiy of Finance, Department of Customs and
Exemptions. Please note that DoD Customs is sporsible for registering vehicles.

g. Commercially-owned equipment such as vehicles, tcaction machinery or generators that
are leased and imported to Afghanistan for thegperéince of a USG contract may be subject to
taxes and duties as determined by GIR0A. If corsrally-owned equipment is imported into
Afghanistan in a duty-free status, that duty-freetus only applies as long as the equipment is
under the exclusive use of the USG contract. ¢ ¢guipment is released at the end of the
contract, applicable GIRoA duties and taxes wilplgpto the owner if the equipment is not
exported from Afghanistan or transferred to anoth®6G contract.

e

h. USG-owned vehicles must be exported at the corariusi the project period or transferred to
another USG entity. Under certain conditions, tH&G may transfer equipment or vehicles to
GIRoA.

3. Exports: The following documentationésjuired for all export shipments:

a. An original CCR prepared by the COR. If COR is maetilable, the Contracting Officer
(KO) will prepare the CCR.

b. Invoices.

C. Packing Lists. Required only if the shipping ins®idoes not list the cargo.

d. A Diplomatic Note, prepared by the DoD Customs Callthe Ministry of Foreign Affairs

requesting the initiation of customs formalitiesttwihe Ministry of Finance, Department of
Customs and Exemptions.

4. Customs requirements from the GIRoA may chawgh little notice. For current detailed
instructions on customs guidelines in Afghanistafer to “The Instruction for Customs Clearance e
(Import/Export) Operations.” In all cases, therigris required to obtain a copy of this documémind at
the following link: http://trade.gov/static/ AFGCustomsSOP. pdf
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(e) Point of contact (POC) for customs issues the USFOR-A Joint Security Office (JSO) J3at DSN:
318-449-0306 or 449-0302. Commercial to DSN cosieer from the United States is (732) 327-5130, skoo
option #1, and then dial 88-318 followed by yowesedigit DSN number.

(End of Clause)

5152.225-5915 CONTRACTOR ACCOUNTABILITY AND PERSONNEL RECOVERY (JUN 2014)

(a) Contract performance may require work in daoge or austere conditions. Except as otherwiseiged
in the contract, the contractor accepts the riskseated with required contract performance it @perations.

(1) _Unaccounted Personndt:is the expectation of the USG that any contabrought into Afghanistan
for the sole purposes of performance of work on $GUcontract must be accounted for at all times Hgyjrt
respective employers. Additionally, contractorsowmaintain living quarters on a USG base shallfyettie
location of each of its employees’ living quart@rsminimum of once a month. If a DoD contracted leyge
becomes missing and evidence does not indicatepfay] a Personnel Recovery (PR) event is NOT aatioally
triggered. Such an event will be treated as aowtability battle drill by the employer’s chain cbmmand or
civilian equivalent.

(2) _Contractor ResponsibilitiesThe contractor is responsible to take all neagssteps to locate and
investigate the unaccounted for employee(s) whengabto the maximum extent practicable. To assighis
process, contractors may use the Operational GaimgaSupport Drawdown Cell as a resource to t@ckesearch
employee’s last known location and/or to view LOA’SIl missing personnel will be immediately repetto the
installation division Personnel Recovery OfficeR@®), Mayor’s cell, Military Police Station and/dre Criminal
Investigative Division, and the Base Defense OpamatCenter (BDOC).

(3) Contractor Provided Informationt it is determined that a potential criminal &ets occurred, the USD
PRO (or USFOR-A Personnel Recovery Division (PRD)hwprior coordination) will attempt to validate eh
missing person’s identity through the employer. e @ontractor shall provide the information to PRidhim 12
hours of request. The required information theti@mtor should keep on file includes but is notitéd to: copy of
the individuals Letter of Authorization generateg the Synchronized Pre-deployment and Operatiomatker
System (SPOT), copy of passport and visas, housifigmation of where the individual resides suchrasm
number and location, DD Form 93, Record of Emergddata, copy of badging, and contact informationkioown
friends or associates.

(b) If USFOR-A PRD determines through investigatibat the unaccounted personnel have voluntasitytte
installation either seeking employment with anott@ntractor or other non-mission related reasoR§) Rill notify
the contractor. The contractor shall ensure thajavernment-related documents such as LOA’s,syigdc. are
terminated/reconciled appropriately within 24 hoofsotification by PRD in accordance with subpasgad (a)(8)
of DFARS clause 252.225-7997 entitled “Contract@mnidbilization”. Contractors who fail to account fiheir
personnel or whose employees create PR eventsbwilheld in breach of their contract and face athedies
available to the Contracting Officer.

(c) Contractors shall notify the Contracting Oéficas soon as practicable, whenever employee [xiimgs,
serious injuries or deaths occur. Report the fdhg information:

Contract Number
Contract Description & Location

Company Name

Reporting party
Name

Phone number
e-mail address
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Victim:

Name

Gender (Male/Female)

Age

Nationality

Country of permanent residence

Incident
Description
Location

Date and time

Other Pertinent Information

(End of Clause)

5152.232-5900 PAYMENT IN LOCAL CURRENCY (DEC 2011)

(8) Pursuant to the authority of USCENTCOM FRAGO%-1567 and 10-143 this contract is awarded in
Afghani (local currency), if awarded to a host aatvendor. The contractor will receive paymentoical currency
via Electronic Funds Transfer to a local (Afghaahking institution.

(b) By exception, the following forms of paymeme acceptable when EFT using ITS.gov is determimzd
available by the local finance office, in ordermoifority.

(1) EFT using Limited Depository Account (LIDA

(2) Check from the local finance office LDA

(3) Local currency cash payments (must beaggal in writing by the local finance office andntacting
office prior to contract/purchase order award)yrRents in cash are restricted to contracts/purcbasers when the
vendor provides proof via a letter from the hogtamabanking institution that it is not EFT capahbled validated by
the local finance office that the vendor’s bankimgtitution is not EFT capable. Cash payments bélimade in
Afghani.

(End of Clause)

5152.236-5900 ELECTRICAL AND STRUCTURAL BUILDING STANDARDS FOR CONSTRUCTION
PROJECTS (DEC 2011)

(a) The standards set forth herein are the minimegunirements for the contract. These standards beufillowed
unless a more stringent standard is specificaltjugted. In such case the most stringent standaaiti lsé required
for contract acceptance.

(b) The contractor, in coordination with the Contmnag Officer, Base Camp Mayor, Base/Unit Engineensd
requiring activity shall evaluate, upgrade, buddd/or refurbish buildings to a safe and livabladition. This work
may include refurbishment, construction, alteraticend upgrades. All work shall be in accordandé accepted
standards of quality.

(c) As dictated by the Unified Facilities CritefidFC) the contract shall meet:

(2) “the minimum requirements of Unite@i®s’ National Fire Protection Association (NFF/A)
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(2) 2011 National Electrical Code (NEG) hew construction

(3) 2008 National Electrical Code (NE®G) fepairs and upgrades to existing construction
(4) American National Standards Instit{#&&lSI) C2, and

(5) United States’ National Electricaf&g Code (NESC).

(d) These standards must be met when it is reaobaliio so with available materials. When condéialictate
deviation apply British Standard (BS 7671, Editibh defacto standard for 50 HZ installations). Argvidtions
from the above necessary to reflect market conutishall receive prior written approval from alfiead engineer
and the Contracting Officer.

(e) The following internet links provide accesstone of these standards:

UFC: http://mwww.wbdg.org/ccb/browse_cat.php?0=2984&c
NFPA 70: http://www.nfpa.org
NESC: http://www.standards.ieee.org/nesc

(End of Clause)

5152.247-5900 INBOUND/OUTBOUND CARGO AND CONTRACTOREQUIPMENT CENSUS (APR
2012)

a. Movement and coordination of inbound and outblozargo in Afghanistan is critical to ensuring fiecive
drawdown. The contractor shall provide visibilitf/their inbound cargo and equipment via the Syoicized Pre-
deployment Operational Tracker (SPOT) census fair tontract. This requirement includes the prand
subcontractor’s at all tiers cargo and equipm@ifite contractor shall report any individual pieceeqiipment
valued at $50,000 or more. Incoming cargo andpgent census data shall be input 30 days priciato of
performance or delivery of supplies and quartdriréafter for inbound and outbound equipment.

b. This reporting is required on Rolling Stock (RSdn Rolling Stock (RNRS), and Twenty foot Equinat
Units (TEU). The following definitions apply tbése equipment/cargo categories:

(1) Rolling Stock (RS): All equipment with wheels oatks, that is self-propelled, or is un-powered and
can be towed by a vehicle on a roadway. Also ihetustandard trailer mounted equipment such as
generators, water purification equipment, and osiu@port equipment with permanent wheels.
Specific examples of R/S include Wheeled Armoretiitles (WAVS), Mine-Resistant Ambush-
Protected (MRAP) family of vehicles (FOVS), and kligMobile Multipurpose Wheeled Vehicles
(HMMWVS).

(2) Non Rolling Stock (RNRS): All equipment that istrmtassified as Rolling Stock. Includes equipment
that is not trailer-mounted or originally desigrniecbe driven or towed over a roadway.

(3) Twenty foot Equivalent Units (TEU): Standard uioit describing a ship’s cargo capacity, or a
shipping terminal’s cargo handling capacity. Of&JTrepresents the cargo capacity of a standard
intermodal shipping container, 20 feet long, 8 feigle, and 8.5 feet high. One TEU is equivalert to
QUADCONS and 3 TRICONS. One TEU has an interndime of 1,166 cubic feet.

c. This data will be used by United States Forc&ghanistan (USFOR-A) to assist in tracking the diawn of
Afghanistan. The contractor is responsible fowement of their own cargo and equipment. The gedsided by
contractors is for informational purposes only ider to plan and coordinate the drawdown efforthe T
Government assumes no responsibility for contrad#onobilization except as stated in individual cacitterms
and conditions.

(End of Clause)
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The following have been deleted:
PERFORMANCE WORK STATEMENT

SECTION | - CONTRACT CLAUSES

The following have been added by reference:

52.228-3 Worker's Compensation Insurance (DefBase Act) JUL 2014

The following have been added by full text:

52.225-26 CONTRACTORS PERFORMING PRIVATE SECURIFYNCTIONS OUTSIDE THE UNITED
STATES (JULY 2013)

(a) Definition.
Private security functions means activities engdgésy a Contractor, as follows:

(1) Guarding of personnel, facilities, designatiéelss or property of a Federal agency, the Cortramt
subcontractor, or a third party.

(2) Any other activity for which personnel are reqd to carry weapons in the performance of thetres in
accordance with the terms of this contract.

(b) Applicability. If this contract is performed tioin a designated area and in an area that idexignated, the
clause only applies to performance in the desighatea.

(1) For DoD contracts, designated areas are afeas o
(i) Contingency operations outside the United State
(i) Combat operations, as designated by the Smgref Defense; or

(i) Other significant military operations, as dgsated by the Secretary of Defense, and only @graement of the
Secretary of Defense and the Secretary of State.

(2) For non-DoD contracts, designated areas agsarke—
(i) Combat operations, as designated by the Segretdefense; or

(ii) Other significant military operations, as dgsated by the Secretary of Defense, and only ugogement of the
Secretary of Defense and the Secretary of State.

(c) Requirements. The Contractor is required to—
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(1) Ensure that all employees of the Contractor aeoresponsible for performing private securityctions under
this contract comply with 32 CFR part 159, and witly orders, directives, and instructions to Cantitnes
performing private security functions that are itiféead in the contract for--

(i) Registering, processing, accounting for, manggoverseeing, and keeping appropriate recorgeizsonnel
performing private security functions;

(ii) Authorizing and accounting for weapons to lagreed by or available to be used by personnelbperihg private
security functions;

(i) Registering and identifying armored vehicléglicopters, and other military vehicles operdigdontractors
performing private security functions; and

(iv) Reporting incidents in which—

(A) A weapon is discharged by personnel perfornirigate security functions;

(B) Personnel performing private security functiane attacked, killed, or injured;

(C) Persons are killed or injured or property istdeyed as a result of conduct by Contractor persipn

(D) A weapon is discharged against personnel pmifay private security functions or personnel perfimg such
functions believe a weapon was so discharged; or

(E) Active, non-lethal countermeasures (other tih@ndischarge of a weapon) are employed by personne
performing private security functions in resporsea perceived immediate threat;

(2) Ensure that the Contractor and all employegh@fContractor who are responsible for perforngirigate
security functions under this contract are briedachnd understand their obligation to comply with—

(i) Qualification, training, screening (includinijapplicable, thorough background checks), andisgc
requirements established by 32 CFR part 159, Rri8aturity Contractors (PSCs) Operating in Continge
Operations, Combat Operations, or Other Signifiddifitary Operations;

(i) Applicable laws and regulations of the UnitSthtes and the host country and applicable treatids
international agreements regarding performanceiete security functions;

(iii) Orders, directives, and instructions issugdliee applicable commander of a combatant commanel@vant
Chief of Mission relating to weapons, equipmentcéoprotection, security, health, safety, or relagiand
interaction with locals; and

(iv) Rules on the use of force issued by the applie commander of a combatant command or releviaief Gf
Mission for personnel performing private securiipdtions; and

(3) Cooperate with any Government-authorized ingatibn of incidents reported pursuant to paragr@pi)(iv)
of this clause and incidents of alleged miscontiygbersonnel performing private security functiomsler this
contract by providing—

(i) Access to employees performing private secutityctions; and

(ii) Relevant information in the possession of @@ntractor regarding the incident concerned.

(d) Remedies. In addition to other remedies avkil&dbthe Government—
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(1) The Contracting Officer may direct the Conteaicht its own expense, to remove and replace amgr&ctor or
subcontractor personnel performing private sectuitgtions who fail to comply with or violate apgdible
requirements of this clause or 32 CFR part 159h@wtion may be taken at the Government's diseretio
without prejudice to its rights under any otheryismn of this contract.

(2) The Contractor's failure to comply with the uggments of this clause will be included in appiaie databases
of past performance and considered in anyrespdibgidbetermination or evaluation of past performanand

(3) If this is an award-fee contract, the Contrésttailure to comply with the requirements of thigause shall be
considered in the evaluation of the Contractortfopmance during the relevant evaluation period, dne
Contracting Officer may treat such failure to coynas a basis for reducing or denying award fees

for such period or for recovering all or part ofaad fees previously paid for such period.

(e) Rule of construction. The duty of the Contra¢ctocomply with the requirements of this clausallshot be
reduced or diminished by the failure of a higherloaver-tier Contractor or subcontractor to compith the clause
requirements or by a failure of the contractingvégtto provide required oversight.

(f) Subcontracts. The Contractor shall includeghbstance of this clause, including this parag(gpim all
subcontracts that will be performed in areas of—

(1) DoD contracts only: Contingency operations, batoperations, as designated by the Secretargfafiide, or
other significant military operations, as desigddtg the Secretary of Defense upon agreement d¢leectary of
State; or

(2) Non-DoD contracts: Combat operations, as desgghby the Secretary of Defense, or other sigmifienilitary
operations, upon agreement of the Secretaries f@fniSe and State that the clause applies in that are

(End of clause)

252.204-7012 SAFEGUARDING OF UNCLASSIFIED CONTRCED TECHNICAL INFORMATION (NOV
2013)

(a) Definitions. As used in this clause--

Adequate security means protective measures teaigmmensurate with the consequences and propaiiilitss,
misuse, or unauthorized access to, or modificatfidnformation.

Attribution information means information that idiies the Contractor, whether directly or indilgcby the
grouping of information that can be traced bacthtoContractor (e.g., program description or facltbcations).

Compromise means disclosure of information to umanized persons, or a violation of the securityiqgyobf a
system, in which unauthorized intentional or unititenal disclosure, modification, destruction, oss of an object,
or the copying of information to unauthorized meaiay have occurred.

Contractor information system means an informasigstem belonging to, or operated by or for, thet@ator.

Controlled technical information means technicébimation with military or space application thatsubject to
controls on the access, use, reproduction, motldicaperformance, display, release, disclosureliggemination.
Controlled technical information is to be markedhaone of the distribution statements B-througlngccordance
with DoD Instruction 5230.24, Distribution Statentenn Technical Documents. The term does not irclud
information that is lawfully publicly available vhibut restrictions.
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Cyber incident means actions taken through theotisemputer networks that result in an actual deptally
adverse effect on an information system and/oirtftgmation residing therein.

Exfiltration means any unauthorized release of ffata within an information system. This includexpging the
data through covert network channels or the copgirdpta to unauthorized media.

Media means physical devices or writing surfacetuding, but is not limited to, magnetic tapes,icgitdisks,
magnetic disks, large-scale integration memoryshapd printouts onto which information is recordsdred, or
printed within an information system.

Technical information means technical data or caempsoftware, as those terms are defined in theselat
DFARS 252.227-7013, Rights in Technical Data--Nammercial Items, regardless of whether or not the
clause is incorporated in this solicitation or cant. Examples of technical information includes@sh and
engineering data, engineering drawings, and agedciists, specifications, standards, process sheetnuals,
technical reports, technical orders, catalog-itdemtifications, data sets, studies and analysesaaizt:d
information, and computer software executable auksource code.

(b) Safeguarding requirements and procedures fdassified controlled technical information. Then@ractor
shall provide adequate security to safeguard usified controlled technical information from comprize. To
provide adequate security, the Contractor shall—

(1) Implement information systems security in itsjpct, enterprise, or company-wide unclassififdrimation
technology system(s) that may have unclassifiedrotied technical information resident on or trdimgj through
them. The information systems security programl stmdlement, at a minimum—

(i) The specified National Institute of Standardsl & echnology (NIST) Special Publication (SP) 8@0s&curity
controls identified in the following table; or

(ii) If a NIST control is not implemented, the Coaxttor shall submit to the Contracting Officer atten
explanation of how—

(A) The required security control identified in tfdlowing table is not applicable; or
(B) An alternative control or protective measureised to achieve equivalent protection.

(2) Apply other information systems security requients when the Contractor reasonably determimes th
information systems security measures, in addibahose identified in paragraph (b)(1) of this

clause, may be required to provide adequate sgdénrit dynamic environment based on an assesdedrris
vulnerability.

Table 1--Minimum Security Controls for Safeguarding

Minimum required security controls for unclassifigohtrolled technical information requiring safegliag in
accordance with paragraph (d) of this clause. (#cdption of the security controls is in the NISFP 800-53,
““Security and Privacy Controls for Federal Infotima Systems and Organizations"
(http://csrc.nist.gov/publications/PubsSPs. html).)

Access Control| Audit & Identification Media Protection System & Comm
AC-2 Accountability and MP-4 Protection
AC-3(4) AU-2 Authentication MP-6 SC-2

AC-4 AU-3 IA-2 SC-4

AC-6 AU-6(1) IA-4 . SC-7

AC-7 AU-7 IA-5(1) Physical and SC-8(1)
AC-11(1) AU-8 Environmental SC-13
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AC-17(2) AU-9 Incident Protection SC-15
AC-18(2) Response PE-2 SC-28
AC-19 Configuration IR-2 PE-3
AC-ZO(l) Management IR-4 PE-5
25-32(2) CM-2 :22 Program Management
) gm'g i PM-10 System &
) Information
CM-8 —
Integrity
Maintenance SI-2
_ MA-4(6) Risk Assessment SI-3
Awareness & | Contingency MA-5 RA-5 Sl-4
Training Planning MA-6
AT-2 CP-9
Legend:

AC: Access Control

AT: Awareness and Training MP:

AU: Auditing and Accountability

CM: Configuration Management

CP: Contingency Planning

IA: Identification and Authentication

IR: Incident Response

MA: Maintenance

MP: Media Protection

PE: Physical & Environmental Protection
PM: Program Management

RA: Risk Assessment

SC: System & Communications Protection
Sl: System & Information Integrity

(c) Other requirements. This clause does not reltbe Contractor of the requirements specifiedfdplieable
statutes or other Federal and DoD safeguardingregants for Controlled Unclassified

Information as established by Executive Order 13856nell as regulations and guidance establishexlpnt
thereto.

(d) Cyber incident and compromise reporting.

(1) Reporting requirement. The Contractor shalbreps much of the following information as candixained to
the Department of Defense viat(t p: / / di bnet . dod. mi I /) within 72 hours of discovery of any cyber
incident, as described in paragraph (d)(2) of thasise, that affects unclassified controlled techininformation
resident on

or transiting through the Contractor's unclassifigdrmation systems:

(i) Data Universal Numbering System (DUNS).
(i) Contract numbers affected unless all contragtshe company are affected.
(iii) Facility CAGE code if the location of the eneis different than the prime Contractor location.

(iv) Point of contact if different than the POC oeded in the System for Award Management (addpessition,
telephone, email).
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(v) Contracting Officer point of contact (addregssition, telephone, email).

(vi) Contract clearance level.

(vii) Name of subcontractor and CAGE code if thsssan incident on a subcontractor network.
(viii) DoD programs, platforms or systems involved.

(ix) Location(s) of compromise.

(x) Date incident discovered.

(xi) Type of compromise (e.g., unauthorized accesgjvertent release, other).

(xii) Description of technical information comprosei.

(xiii) Any additional information relevant to theformation compromise.

(2) Reportable cyber incidents. Reportable cybeidents include the following:

(i) A cyber incident involving possible exfiltratip manipulation, or other loss or compromise of anglassified
controlled technical information resident on onsiting through Contractor's, or its subcontractansclassified
information systems.

(i) Any other activities not included in paragraa)(2)(i) of this clause that allow unauthorizestass to the
Contractor's unclassified information system onalhinclassified controlled technical informatiomésident on or
transiting.

(3) Other reporting requirements. This reportinginway abrogates the Contractor's responsibiityafiditional
safeguarding and cyber incident reporting requirgmpertaining to its unclassified information gyss under
other clauses that may apply to its contract, @& essult of other U.S. Government legislative and
regulatory requirements that may apply (e.g., &sidn paragraph (c) of this clause).

(4) Contractor actions to support DoD damage ass&r#s In response to the reported cyber incidbetContractor
shall—

(i) Conduct further review of its unclassified netk for evidence of compromise resulting from a@yimcident to
include, but is not limited to, identifying compraed computers, servers, specific data and useouats. This
includes analyzing information systems that wemt plthe compromise, as well as other informatgatems on
the network that were accessed as a result ofaimpiomise;

(i) Review the data accessed during the cybedat to identify specific unclassified controllegthnical
information associated with DoD programs, systenmsoatracts, including military programs, systemsd a
technology; and

(iii) Preserve and protect images of known affedtddrmation systems and all relevant monitoringhst capture
data for at least 90 days from the cyber incideralfiow DoD to request information or decline irmtsir

(5) DoD damage assessment activities. If DoD elect®nduct a damage assessment, the ContractfiogOfill
request that the Contractor point of contact idiatiin the incident report at (d)(1) of this claysrovide all of the
damage assessment information gathered in accaraeéitic paragraph (d)(4) of this clause. The Connashall
comply with damage assessment information requébtsrequirement to share files and images exidesa there
are legal restrictions that limit a company's &piio share digital media. The Contractor shalbinf the
Contracting Officer of the source, nature, and gnipon of such limitations and the authority respible.
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(e) Protection of reported information. Excepthie extent that such information is lawfully pubjielvailable
without restrictions, the Government will proteatarmation reported or otherwise provided to Do@emthis
clause in accordance with applicable statutes lagguos, and policies. The Contractor shall idgngihd mark
attribution information reported or otherwise pided to the DoD. The Government may use informatitaiyuding
attribution information and disclose it only to bhotized persons for purposes and activities cansistith this
clause.

() Nothing in this clause limits the Governmeiattslity to conduct law enforcement or counteringghce
activities, or other lawful activities in the inést of homeland security and national security. fEselts of the
activities described in this clause may be useslipport an investigation and prosecution of ang@eor
entity, including those attempting to infiltrate @mpromise information on a contractor informatiystem in
violation of any statute.

(g) Subcontracts. The Contractor shall includestiiestance of this clause, including this paragfgjphn all
subcontracts, including subcontracts for commeitsahs.

(End of clause)

252.225-7995 CONTRACTOR PERSONNEL PERFORMING IN THNITED STATES CENTRAL
COMMAND AREA OF RESPONSIBILITY (DEVIATION 2015-000®) (JAN 2015)

(a) Definitions. As used in this clause—
“Combatant Commander” means the Commander of thetlStates Central Command Area of Responsibility.

“Contractors authorized to accompany the Force/CAAF,” means contractor personnel, includingtaks of
subcontractor personnel, who are authorized torapaay U.S. Armed Forces in applicable operationktave
been afforded CAAF status through a letter of atitlation. CAAF generally include all U.S. citizand third-
country national employees not normally residinthimi the operational area whose area of performanicethe
direct vicinity of U.S. Armed Forces and who roefinare collocated with the U.S. Armed Forces (eillg in
non-permissive environments). Personnel collocaitdU.S. Armed Forces shall be afforded CAAF stat
through a letter of authorization. In some ca€esnbatant Commander subordinate commanders maynaési
mission-essential host nation or local nationali@or employees (e.g., interpreters) as CAAF.AEAncludes
contractors previously identified as contractorgldging with the U.S. Armed Forces. CAAF statugsloot apply
to contractor personnel in support of applicablerafions within the boundaries and territorieshef tnited States.

“Designated reception site” means the designaltckdor the reception, staging, integration, andiard
movement of contractors deploying during a contimaye The designated reception site includes asdigmint
reception centers and other Service or privatepteme sites.

“Law of war” means that part of international lavat regulates the conduct of armed hostilitiese [&tv of war
encompasses all international law for the conduabsiilities binding on the United States oriitdividual citizens,
including treaties and international agreementghich the United States is a party, and applicatdtomary international
law.

“Non-CAAF” means personnel who are not designae@€AAF, such as local national (LN) employees zor
LN employees who are permanent residents in theatipaal area or third-country nationals not roeljyrresiding
with U.S. Armed Forces (and third-country natioegpatriates who are permanent residents in theatipeal area)
who perform support functions away from the closexpnity of, and do not reside with, U.S. Armed Ees.
Government-furnished support to non-CAAF is tydicéimited to force protection, emergency medicate; and
basic human needs (e.qg., bottled water, latrinditfas, security, and food when necessary) whetfopming their
jobs in the direct vicinity of U.S. Armed Forcelon-CAAF status does not apply to contractor pemsbim
support of applicable operations within the bouretaand territories of the United States.
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“Subordinate joint force commander” means a sufiathcommander or joint task force commander.
(b) General

(1) This clause applies to both CAAF and non-CA#ten performing in the United States Central Conmanan
(USCENTCOM) Area of Responsibility (AOR)

(2) Contract performance in USCENTCOM AOR may megwork in dangerous or austere conditions. Bxasp
otherwise provided in the contract, the Contraatmepts the risks associated with required corgeadirmance in such
operations.

(3) When authorized in accordance with paragrp this clause to carry arms for personal prigec Contractor
personnel are only authorized to use force fowiddal self-defense.

(4) Unless immune from host nation jurisdictionMdyue of an international agreement or intermegtidaw, inappropriate
use of force by contractor personnel authorizettompany the U.S. Armed Forces can subject susbrpel to United
States or host nation prosecution and civil ligb{ee paragraphs (d) and (j)(3) of this clause).

(5) Service performed by Contractor personnelesulittp this clause is not active duty or serviadeni38 U.S.C. 106 note.
(c) Support

(1)()) The Combatant Commander will develop a scplan for protection of Contractor personneldoations where
there is not sufficient or legitimate civil authgriwhen the Combatant Commander decides it leiimnterests of the
Government to provide security because—

(A) The Contractor cannot obtain effective segisérvices;
(B) Effective security services are unavailable egasonable cost; or
(C) Threat conditions necessitate security thrauagjtary means.

(i) In appropriate cases, the Combatant Comeramay provide security through military means, sc@nsurate with
the level of security provided DoD civilians.

(2)() Generally, CAAF will be afforded emergeneyedical and dental care if injured while supportamgplicable
operations. Additionally, non-CAAF employees whe aijured while in the vicinity of U. S. Armed Feas will
normally receive emergency medical and dental cBreergency medical and dental care includes mechca
situations in which life, limb, or eyesight is jeogized. Examples of emergency medical and deatalinclude
examination and initial treatment of victims of sakassault; refills of prescriptions for life-deylent drugs; repair
of broken bones, lacerations, infections; and tratigrinjuries to the dentition. Hospitalizatiorivae limited to
stabilization and short-term medical treatment aittemphasis on return to duty or placement ipdtient movement
system.

(i) When the Government provides medical treatroetransportation of Contractor personnel tolecsed civilian
facility, the Contractor shall ensure that the Goreent is reimbursed for any costs associatedswith treatment or
transportation.

(iif) Medical or dental care beyond this standandot authorized.

(3) Contractor personnel must have a Synchrorfifzedeployment and Operational Tracker (SPOT)-gertkletter of
authorization signed by the Contracting Officeoiider to process through a deployment centertoavel to, from, or
within the USCENTCOM AOR. The letter of authoripatalso will identify any additional authorizat&rprivileges, or
Government support that Contractor personnel ditkedrto under this contract. Contractor persbmim are issued a
letter of authorization shall carry it with thermedittimes while deployed.

(4) Unless specified elsewhere in this contraet@ontractor is responsible for all other suppatired for its personnel
engaged in the USCENTCOM AOR under this contract.

(d) Compliance with laws and regulations

(1) The Contractor shall comply with, and shatige that its personnel performing in the USCENTCAIDR are
familiar with and comply with, all applicable—
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(i) United States, host country, and third countgional laws;
(i) Provisions of the law of war, as well as atiyer applicable treaties and international agreésne

(i) United States regulations, directives, instions, policies, and procedures; and

(iv) Orders, directives, and instructions issugthie Combatant Commander, including those reldirigrce protection,
security, health, safety, or relations and intéaatith local nationals.

(2) The Contractor shall institute and implemenetfiective program to prevent violations of the t&f war by its
employees and subcontractors, including law oftwé@ming in accordance with paragraph (e)(1)(Mihis clause.

(3) The Contractor shall ensure that CAAF and @GéwF are aware—

(i) Of the DoD definition of “sexual assault” iroDD 6495.01, Sexual Assault Prevention and Respérggam;

(i) That the offenses addressed by the defingdiencovered under the Uniform Code of Militarytidbes(see paragraph
(e)(2)(iv) of this clause). Other sexual miscorianay constitute offenses under the Uniform Codditifary Justice,

Federal law, such as the Military Extraterritodiatisdiction Act, or host nation laws; and

(i) That the offenses not covered by the Unifd@ade of Military Justice may nevertheless haveseguences to the
contractor employees (see paragraph (h)(1) ofkhise).

(4) The Contractor shall report to the approgriavestigative authorities, identified in paradrgh)(6) of this clause, any
alleged offenses under—

() The Uniform Code of Military Justice (chaptf of title 10, United States Code) (applicabledntractors serving with
or accompanying an armed force in the field dusintgclared war or contingency operations); or

(i) The Military Extraterritorial Jurisdiction Adchapter 212 of title 18, United States Code).

(5) The Contractor shall provide to all contragtersonnel who will perform work on a contractia tieployed area,
before beginning such work, information on thedeihg:

(i) How and where to report an alleged crime desdrin paragraph (d)(4) of this clause.

(i) Where to seek victim and witness protectiod assistance available to contractor personmelrinection with an
alleged offense described in paragraph (d)(4)isttause.

(i) This section does not create any rightsrivilpges that are not authorized by law or DoDigyol
(6) The appropriate investigative authorities toolv suspected crimes shall be reported includtiosving—

() US Army Criminal Investigation Commandlattp://www.cid.army.mil/reportacrime.html;

(i) Air Force Office of Special Investigations at
http:/www.osi.andrews.af mil/library/factsheets/factsheet.asp?id=14522;

(i) Navy Criminal Investigative Service htttp:/www.ncis.navy.mil/Pages/publicdefault.aspx;

(iv) Defense Criminal Investigative Servicdudttp:/www.dodig. mil/HOTLINE/index.html;
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(v) To any command of any supported military elenae the command of any base.
(7) Personnel seeking whistleblower protectiomfreprisals for reporting criminal acts shall sgekiance through the

DoD Inspector General hotline at 800-424-9098/ovw.dodig. mil/HOTLINE/index.html. Personnel seeking
other forms of victim or witness protections sharddtact the nearest military law enforcement effic

(8) The Contractor shall ensure that Contractqleyees supporting the U.S. Armed Forces deployéside the United
States are aware of their rights to—

(A) Hold their own identity or immigration documsnsuch as passport or driver’s license;

(B) Receive agreed upon wages on time;

(C) Take lunch and work-breaks;

(D) Elect to terminate employment at any time;

(E) Identify grievances without fear of reprisal;

(F) Have a copy of their employment contract iarsguage they understand;

(G) Receive wages that are not below the legabumtry minimum wage;

(H) Be notified of their rights, wages, and prated activities prior to signing their employmeiointract; and
() If housing is provided, live in housing thaegts host-country housing and safety standards.

(e) Preliminary personnel requirements

(1) The Contractor shall ensure that the followigguirements are met prior to deploying CAAF dperquirements for
each category will be specified in the statememiak or elsewhere in the contract):

(i) All required security and background checls@mplete and acceptable.

(i) All CAAF deploying in support of an applicabbperation—

(A) Are medically, dentally, and psychologicallyfbr deployment and performance of their contedatiuties;

(B) Meet the minimum medical screening requiremid@ntluding theater-specific medical qualificai@s established by
the geographic Combatant Commander (as posted @egbgraphic Combatant Commander’s website or ethare);
and

(C) Have received all required immunizations &jed in the contract.

(1) During predeployment processing, the Governmeihpvalide, at no cost to the Contractor, any nmijitspecific
immunizations and/or medications not availablénéogeneral public.

(2) All other immunizations shall be obtained prioratwival at the deployment center.

(3) All CAAF and selected non-CAAF, as specified in hatement of work, shall bring to the USCENTCOM
AOR a copy of the Public Health Service Form 79aternational Certificate of Vaccination” that shew
vaccinations are current.

(i) Deploying personnel have all necessary pagspvisas, and other documents required to antkexit the
USCENTCOM AOR and have a Geneva Conventions idtattdn card, or other appropriate DoD identitydenetial,

from the deployment center.

(iv) Special area, country, and theater clear@nabtained for all personnel deploying. Clearaeggirements are in DoD
Directive 4500.54E, DoD Foreign Clearance Progr&or. this purpose, CAAF are considered non-DoDrectur
personnel traveling under DoD sponsorship.

(v) All deploying personnel have received persgealirity training. At a minimum, the training bha

(vi) All personnel have received isolated persbtraaing, if specified in the contract, in accange with DoD Instruction
1300.23, Isolated Personnel Training for DoD Giviland Contractors.
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(vii) Personnel have received law of war trairéisgollows:

(A) Basic training is required for all CAAF depkxy outside the United States. The basic trainitidpevprovided
through—

(1) A military-run training center; or
(2) Aweb-based source, if specified in the contwaetpproved by the Contracting Officer.

(B) Advanced training, commensurate with theireduand responsibilities, may be required for sGmetractor personnel
as specified in the contract.

(2) The Contractor shall notify all personnel vette not a host country national, or who are nahardly resident in the
host country, that—

(i) Such employees, and dependents residing with employees, who engage in conduct outside thedBtates that
would constitute an offense punishable by imprisemirfor more than one year if the conduct had kegaged in within
the special maritime and territorial jurisdictiditiee United States, may potentially be subjettiéocriminal jurisdiction of
the United States in accordance with the Militaxyr&erritorial Jurisdiction Act of 2000 (18 U.S.8621 et seq);

(i) Pursuant to the War Crimes Act (18 U.S.C12¢4 Federal criminal jurisdiction also extendsdaduct that is
determined to constitute a war crime when commiited civilian national of the United States;

(i) Other laws may provide for prosecution aBJnationals who commit offenses on the premisesS diplomatic,
consular, military or other U.S. Government missiontside the United States (18 U.S.C. 7(9)); and

(iv) Intime of declared war or a contingency agiiem, CAAF are subject to the jurisdiction of taiform Code
of Military Justice under 10 U.S.C. 802(a)(10).

(v) Such employees are required to report offeaieged to have been committed by or against Gotur
personnel to appropriate investigative authorities.

(vi) Such employees will be provided victim andneiss protection and assistance.

(f) Processing and departure point€AAF personnel shall—

(1) Process through the deployment center desigitathe contract, or as otherwise directed by inatracting Officer,
prior to deploying. The deployment center will doot deployment processing to ensure visibility accbuntability of
Contractor personnel and to ensure that all depaynequirements are met, including the requiresreecified in
paragraph (e)(1) of this clause;

(2) Use the point of departure and transportatiode directed by the Contracting Officer; and

(3) Process through a designated reception SRS Dpon arrival at the deployed location. The DRB/alidate
personnel accountability, ensure that specific USODEOM AOR entrance requirements are met, and Gaetractor
personnel on theater-specific policies and proeedur

(9) Personnel data

(1) The Contractor shall use the Synchronized éplyment and Operational Tracker (SPOT) web-bagstem
to enter and maintain data for all Contractor exppés covered by this clause, following the proceslin
paragraph (g)(3) of this clause.

(2) Upon becoming an employee under this contractCtivgractor shall enter into SPOT, and shall comtitou
use SPOT web-based system to maintain accuraterdgte information throughout the employment ia 8OR.
Changes to status of individual Contractor persbrelating to their in-theater arrival date andithtity location,
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to include closing out the employment in the AORhwtheir proper status (e.g., mission completdedtjlwounded)
shall 1be annotated within the SPOT database inrdanoe with the timelines established in the SPGSirtess
rules

(i) In all circumstances, this includes any persgrperforming private security functions and CAAF.

(i) For personnel other than those performingate security functions and CAAF, this requiremextludes
anyone--

(A) Hired under contracts valued below the simptifiacquisition threshold;

(B) Who will be performing in the CENTCOM AOR lesgan 30 continuous days; or

(C) Who, while afloat, are tracked by the Diary sage Reporting System.

(3) Follow these steps to register in and use SPOT

(i) SPOT registration requires one of the follogvingin methods:

(A) A Common Access Card (CAC) or a SPOT-appradigital certificate; or

(B) A Government-sponsored SPOT user ID and passwbhis type of log-in method is only allowed those
individuals who are not authorized to obtain a C#t@n external digital certificate, and require€O3HProgram
Management Office approval.

(i) To register in SPOT:

(A) Contractor company administrators should riegifor a SPOT account https://spot.dmdc.miknd

(B) The customer support team must validate usedn This process may take two business days.p&wom
supervisors will be contacted to validate Contractompany administrator account requests and déaterthe
appropriate level of user access.

(iif) Upon approval, all users will access SPOht#ps://spot.dmdc.mil/
(iv)(A) Refer SPOT application assistance questim the Customer Support Team at—

(1) Phone: 703-578-5407, DSN 312-698-5407; or

(2) Email: dodhra.beau-alex.dmdc.mbx.spot-helpdesk@mail.mil.

(B) Refer to the SPOT OSD Program Support welasietp: //www.acq.osd.mil/log/PS/spot.html
for additional training resources and documentatégarding registration for and use of SPOT.

(h) Contractor personnel

(1) The Contracting Officer may direct the Cortipacat its own expense, to remove and replac&€anyractor personnel
who jeopardize or interfere with mission accomplisht or who fail to comply with or violate applidalbequirements of
this contract. Such action may be taken at theefbowent’s discretion without prejudice to its righinder any other
provision of this contract, including the Termioatfor Default clause.

(2) The Contractor shall identify all personneloadtcupy a position designated as mission essemtihbnsure the
continuity of essential Contractor services dudegignated operations, unless, after consultatitintihe
Contracting Officer, Contracting Officer’s repretaive, or local commander, the Contracting Offideects
withdrawal due to security conditions.

(3) The Contractor shall ensure that Contractaqumel follow the guidance at paragraph (e)(2{\is clause and any
specific Combatant Commander guidance on reparstfegses alleged to have been committed by or sig@mntractor
personnel to appropriate investigative authorities.

(4) Contractor personnel shall return all U.S.v&oment-issued identification, to include the CamrAccess Card, to

! Hyperlink to http://www.acg.osd.mil/log/PS/spot.html
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appropriate U.S. Government authorities at theoétitkir deployment (or, for non-CAAF, at the eridhir employment
under this contract).
(i) Military clothing and protective equipment

(1) Contractor personnel are prohibited from wepamilitary clothing unless specifically authorizeduriting by the
Combatant Commander. If authorized to wear mflitdothing, Contractor personnel must—

(i) Wear distinctive patches, arm bands, nametad®gadgear, in order to be distinguishable fralitany personnel,
consistent with force protection measures; and

(i) Carry the written authorization with themadittimes.

(2) Contractor personnel may wear military-uniquganizational clothing and individual equipmen€{8) required for
safety and security, such as ballistic, nucleafpgical, or chemical protective equipment.

(3) The deployment center, or the Combatant Corderashall issue OCIE and shall provide trainihgetessary, to
ensure the safety and security of Contractor peeton

(4) The Contractor shall ensure that all issuetEd€returned to the point of issue, unless otisendgirected by the
Contracting Officer.

() Weapons

(1) If the Contractor requests that its persopagbrming in the USCENTCOM AOR be authorized toycaveapons for
individual self-defense, the request shall be ntlaeigh the Contracting Officer to the Combatanin@@nder, in
accordance with DoD Instruction 3020.41. The Cdariia8Commander will determine whether to authdrizbeater
Contractor personnel to carry weapons and whatamsegnd ammunition will be allowed.

(2) If Contractor personnel are authorized toycagapons in accordance with paragraph (j)(1)isfdlause, the
Contracting Officer will notify the Contractor whatapons and ammunition are authorized.

(3) The Contractor shall ensure that its persowhelare authorized to carry weapons—

(i) Are adequately trained to carry and use them—

(A) Safely;

(B) With full understanding of, and adherencdttie,rules of the use of force issued by the Comb&ammander; and
(C) In compliance with applicable agency policageements, rules, regulations, and other apiitzal;

(if) Are not barred from possession of a fireagriB U.S.C. 922;-and

(iif) Adhere to all guidance and orders issuedhayCombatant Commander regarding possessiorsaissy, and
accountability of weapons and ammunition;

(iv) Comply with applicable Combatant Commandet lmeal commander force-protection policies; and

(v) Understand that the inappropriate use of foatdd subject them to U.S. or host-nation prosacatnd civil liability.
(4) Whether or not weapons are Government-furdisii€liability for the use of any weapon by Catior personnel rests
solely with the Contractor and the Contractor erygrousing such weapon.

(5) Upon redeployment or revocation by the ComiiaZammander of the Contractor’s authorizatiorssoi¢ firearms, the
Contractor shall ensure that all Government-issuespons and unexpended ammunition are returnectated by the
Contracting Officer.

(k) Venhicle or equipment license€ontractor personnel shall possess the redigertses to operate all vehicles or
equipment necessary to perform the contract iVBE@ENTCOM AOR.

() Purchase of scarce goods and servidéthe Combatant Commander has establishedgamiaation for the
USCENTCOM AOR whose function is to determine tleatain items are scarce goods or services, thedtmt shall
coordinate with that organization local purchagegods and services designated as scarce, irdacoer with instructions
provided by the Contracting Officer.
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(m) Evacuation

(1) If the Combatant Commander orders a mandet@guation of some or all personnel, the Governmiintrovide
assistance, to the extent available, to Unite@$tatd third country national Contractor personnel.

(2) Inthe event of a non-mandatory evacuatioemrghless authorized in writing by the Contrac@fficer, the
Contractor shall maintain personnel on locatiofigent to meet obligations under this contract.

(n) Next of kin notification and personnel recovery

(1) The Contractor shall be responsible for razttfon of the employee-designated next of kinénebent an employee
dies, requires evacuation due to an injury, adkated, missing, detained, captured, or abducted.

(2) Inthe case of isolated, missing, detainepturad, or abducted Contractor personnel, the @ovent will assist in
personnel recovery actions in accordance with DaBciive 3002.01E, Personnel Recovery in the Dapnt of Defense.

(o) Mortuary affairs Contractor personnel who die while in suppothefU.S. Armed Forces shall be covered by the
DoD mortuary affairs program as described in DoEe8live 1300.22, Mortuary Affairs Policy, and Daistruction
3020.41, Operational Contractor Support.

(p) Changes In addition to the changes otherwise autholiBetthe Changes clause of this contract, the Cdintgac
Officer may, at any time, by written order idewtifias a change order, make changes in the plpeefafmance or
Government-furnished facilities, equipment, matesirvices, or site. Any change order issued@om@ance with this
paragraph (p) shall be subject to the provisiorteehanges clause of this contract.

(g) Subcontracts The Contractor shall incorporate the substahttésoclause, including this paragraph (q), in all
subcontracts when subcontractor personnel arerpenfpin the USCENTCOM AOR.

(End of clause)

252.225-7997 CONTRACTOR DEMOBILIZATION (DEVIATION013-00017) (AUGUST 2013)

(a) Generally, the Contractor is responsible famdbilizing all of its personnel and equipment frima
Afghanistan Combined Joint Operations Area (CJOA).

(b) Demobilization plan The Contractor shall submit a demobilizatiompiathe Contracting Officer for approval
a minimum of 120 calendar days prior to the enthefcurrent contract performance period or as waiiserdirected
by the Contracting Officer. Upon acceptance ofdamobilization plan by the Contracting Officereth
demobilization plan becomes a material part oftihrtract and the Contractor agrees to fully perfism
demobilization in accordance with that plan. Tleendbilization plan shall address the items spetifiethis clause
and must demonstrate the Contractor’s plans aditlyabi remove its personnel and equipment from@I®OA and
to return Government property no later than 30 ddies the expiration of the current period of periance.

(c) Demobilization plan implementatiorEvery 30 calendar days after incorporation ofgilaa into the contract, or
as otherwise directed by the Contracting Offickee, €ontractor shall provide written informationthe Contracting
Officer and Contracting Officer Representative thddresses the Contractor’s progress in implemgitia plan.
The Contractor shall continue to provide the infation in the preceding sentence until the Contrauis
completely and properly demobilized. If the Coatirag Officer or Contracting Officer Representatigdentifies
deficiencies with the plan, as approved, or withithplementation of that plan, the Contractor skalimit a
corrective action plan (CAP) to those officialshiiit five calendar days to remedy those deficiencigse
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Contracting Officer shall review the CAP within &calendar days to determine whether the CAP ispdiable.
Upon approval by the Contracting Officer, the CAdetmes a material part of the demobilization plan.

(d) Plan contents

(1) The plan shall identify the method of trangation (air, ground) the Contractor intends to iesseemove its
personnel and equipment from the CJOA and whekttambethod of transportation is Government or Gar-
furnished. If Government-furnished transportation is authatizée plan must identify the contract term or
condition which authorizes Government transportatibthe personnel and equipment associated wshctntract.

(2) The plan shall identify the number of Contoaigiersonnel to be demobilized by category (U.t&emis, Third
Country Nationals (TCN), Local Nationals (LN)) arid; U.S. and TCN personnel, identify the poinboifyin or
home country to which they will be transported #meltimeline for accomplishing that objective.UIfS. or TCN
employees have authorization to remain in the Ca@ completion of demobilization, the plan shddntify the
name each individual, their nationality, their lboa in the CJOA, and provide a copy of the authation. The
plan shall also identify whether the Contractordsethe Contracting Officer to extend the Letteréothorization
(LOA) for any Contractor personnel to execute thendbilization plan.

(3) The plan shall identify all Contractor equiprhand the timeline for accomplishing its demolaian. The
Contractor shall identify all equipment, whethemot it is covered by CITSCC Acquisition InstruntiGlause
“Inbound / Outbound Cargo and Contractor Equipn@ensus.” The plan shall also specify whether thet@ctor
intends to leave any equipment in the CJOA, afistll such equipment, including its location, ahd reason(s)
therefor.

(4) The plan shall identify all Government progestovided or made available to the Contractor uridis contract
or through any separate agreement or arrangemgntlfestallation Mayors, Garrison Commanders)e plan
shall also identify the timeline for vacating otumning that property to the Government, includigmgposed dates
for conducting joint inspections.

(e) Demobilization requirements

(1) The Contractor shall demobilize and returrpssonnel to their point of origin or home courdpgording to
the approved demobilization plan.

(2) The Contractor is not authorized to use Gowvemt-furnished transportation unless specificalitharized in
this contract.

(3) The Contractor may request an extension o @as only for those Contractor personnel whose@nee is
required to execute the approved demobilization.plghe Contractor shall submit its request nar létan 30
calendar days prior to the expiration of the curpariod of performance. LOAs may only be extenfied period
up to 30 calendar days after expiration of theaentrperformance period. The request shall coniteirfollowing
information:

(i) The names of each individual requiring an asten.
(i) The required extension period.

(iif) The justification for each extension (e.the specific function(s) the individual will perfarduring the
demobilization period). The Contractor is not #&di to any additional compensation if LOAsS arecexted.

(4) The Contractor shall close out their employaégsloyments with the proper status entered iredsynchronized
Pre-Deployment Operational Tracker (SPOT) datalmsge active, redeployed, no-shows, killed, injQreithin 72
hours of their employee’s re-deployment and, iflaple, release their personnel in SPOT.
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(5) All Contractor equipment that is lost, abaneldior unclaimed personal property that comes heactistody or
control of the Government after the demobilizat@miod has ended may be sold or otherwise dispoisied
accordance with 10 U.S.C. section 2575. Notwitditag the previous sentence and the Government'®gty
under 10 U.S.C. section 2575, the Government magcese any other contractual rights for the Conitnée failure
to perform in accordance with its demobilizatioarpl

(6) If the Contractor waives its interest to abt, abandoned or unclaimed personal propertyCtmractor may
still be liable for all costs incurred by the Gowerent to remove or dispose of the abandoned propert

(7) The Government may dispose of any and all lostlaimed, or abandoned personal property inrdecee with
10 U.S.C. section 2575.

(8) The Contractor shall return all Governmentpamy provided or made available under this conathrough
any separate agreement. The Contractor shalltrappdost or damaged Government property in acance with
DFARS 52.245-1(h) unless other procedures areiftihtn the contract or separate agreement. dfGovernment
inspects the property and finds that damages dcidefies have not been reported by the end ofiémeobilization
period, the Government may reduce payments undardhtract by the amounts required to correct #meatjes or
deficiencies or replace the loss.

(9) The Contractor is liable for all cleanup, ¢lag, and/or environmental remediation expensesriac by the
Government in returning a Government facility soariginal condition. If damages or deficiencies discovered
during the inspection of said facility, the Contacshall make the necessary repairs or correctodsthen notify
the Installation Mayor, Garrison Commander, orrthieisignees to arrange for a re-inspection ofdhaity. If the
Installation Mayor or Garrison Commander inspeleésfacility and finds that damages or deficientiage not
been repaired or corrected by the end of the ddirmatidn period, the Government may reduce paymenter the
contract by the amounts required to correct theadpe® or deficiencies.

(10) The Contractor shall ensure that all empleyeecluding all subcontractor employees at afktieeturn
installation and/or access badges to the local #g&Gontrol Badging Office for de-activation andtdestion
according to the approved demobilization plan. Toatractor shall submit a Badge Termination Refibensure
each record is flagged and the badge is revokiegih émployee’s badge is not returned, the Cordrasttall submit
a Lost, Stolen or Unrecovered Badge Report to pipeagriate Access Control Badging Office. Contact
employees in possession of a Common Access Car@)Ghall be responsible for turning in the CAC upen
deployment through a CONUS Replacement Centereifited States. Failure to comply with these ireguoents
may result in delay of final payment.

(f) SubcontractsThe Contractor shall include the substance ofdlasigse, including this paragraph (f), in all
subcontracts.
(End of Clause)

252.229-7999 TAXES — FOREIGN CONTRACTS IN AFGHANISN (DEVIATION 2013-00016) (JULY
2013)

(a) This acquisition is covered by the Agreemegtrding the Status of United States Military amdli@n
Personnel of the U.S. Department of Defense Présékfghanistan with Cooperative Efforts in Respats
Terrorism, Humanitarian and Civic Assistance, Milit Training and Exercises, and other Activitiedeeed into
between the United States and Afghanistan whichasasluded by an exchange of diplomatic notes (BrSbassy
Kabul note No. 202, dated September 26, 2002; Afdhmnistry of Foreign Affairs notes 791 and 93, etht
December 12, 2002, and May 28, 2003, respectivahd,entered into force on May 28, 2003.

(b) The Agreemergxempts the Government of the United States of Azaemnd its contractors, subcontractors and
contractor personnel from paying any tax or singlaarge assessed within Afghanistan. The Agreeaisat
exempts the acquisition, importation, exportatiod ase of articles and services in the Republiafghanistan by
or on behalf of the Government of the United Stafe&merica in implementing this agreement from &amwes,
customs duties or similar charges in Afghanistan.
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(c) The Contractor shall exclude any Afghan taxestoms duties or similar charges from its contpaice.

(d) The Agreement does not exempt Afghan emplogé&oD contractors and subcontractors from Afgtean
laws. To the extent required by Afghanistan laentcactors and subcontractors are required to withtax from
the wages of these employees and to remit thosmgratg to the appropriate Afghanistan taxing autiofThese
withholdings are an individual's liability, not ax against the Contractor or subcontractor.

(e) The Contractor shall include the substancaisfdlause, including this paragraph (e), in atintracts.

(End of clause)

252.232-7014 NOTIFICATION OF PAYMENT IN LOCAL CURENCY (AFGHANISTAN) (SEP 2014)

(a) The contract resulting from this solicitatiofilwe paid in Afghani (local currency) if the coatt is awarded to
a host nation vendor (Afghan), pursuant to the @itshof USCENTCOM Fragmentary Order (FRAGO) 09-756
and FRAGO 10-143. Contract payment will be madafghani (local currency) via electronic funds

transfer (EFT) to a local (Afghan) banking instibui, unless an exception in paragraph (c) appGesitracts shall
not be awarded to host nation vendors who do nuok kzcally. If award is made to other than a hadtan vendor,
the contract will be awarded in U.S. dollars.

(b) Vendors shall submit quotations and offers i8.\ollars. If the contract is awarded to an Afgkandor, the
guotation or offer will be converted to Afghani mgia Government budget rate of [ Insert current budget
rate here.] Afghani per U.S. dollar.

(c) By exception, the following forms of paymeng acceptable, in the following order of priorityhen the local
finance office determines that EFT usingS. gov is not available:

(1) EFT using Limited Depository Account (LDA).
(2) Check from the local finance office LDA.

(3) Local currency cash payments in Afghani (mwsapproved in writing by the local finance offiaeda
contracting office prior to contract award). Payihsen cash are restricted to contracts when--

(i) The vendor provides proof via a letter from thest nation banking institution that it is not EEdpable; and

(ii) The local finance office validates that thender's banking institution is not EFT capable. Gaayments will be
made in Afghani.

(End of provision)

The following have been deleted:

52.228-3 Worker's Compensation Insurance (DefBase Act) APR 1984
252.225-7039 Contractors Performing Private Sec#tinctions JUN 2012
252.225-7040 Contractor Personnel Authorized toofitpany U.S. ArmedJUN 2011

Forces Deployed Outside the United States

252.225-7995 (Devtontractor Personnel Performing in the United St&entralAPR 2011
Command Area of Responsibility (Deviation)

252.225-7997 (Devidditional Requirements and Responsibilities Ratato AUG 2010
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Alleged Crimes by or Against Contractor Personnel in Iraq

and Afghanistan (Deviation)

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS

The following have been added by full text:
DISTRIBUTION

Distribution Table

Contractor:

Midwest Air Traffic Control Service, Inc.
7285 West 13% Street, Suite 340
Overland Park, KS 66213-1164

POC: Ms. Deanna Dresel
Deanna.dresel@atiet

913-782-7082, X223

DCAA HAA260
DFAS HQO0339
DCMA S1403A

All electronically distributed.

Contractor Local Address:

SPAWARSYSCEN Codes:

Contract Resource Manager:
| (b)(6) |[@navy.mil

Contract Administrators:
Catherine Cupo/Catherine.cupo@navy.mil
Kayla Garciakayla.garcia@navy.mil

Ordering Officers:
Vincent M. Dellinger/Vincent.dellinger@navy.mil
Patricia Johnsomgatricia.m.johnson@navy.mil

(End of Summary of Changes)





